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A B S T R A C T

In the rapidly evolving landscape of voice-related technology, high-tech companies are developing multifaceted
voice assistants, tailored to their specific organizational goals. This technological evolution, however, intro-
duces heightened security vulnerabilities such as voice spoofing attacks. To address voice spoofing challenges,
various competitions like ASVspoof 2015, 2017, 2019, 2021, and ADD 2022 have emerged. ADD 2022’s Track
1 aimed to classify genuine and fake speech signals in the presence of noise. Our exploratory data analysis
revealed that for a given speech sample, noisy signals tend to occur within similar frequency bands. If a model
is heavily reliant on data within frequency ranges that contains noise, its performance will be suboptimal.
To address this issue, we propose a data augmentation technique called Frequency Feature Masking (FFM),
which randomly masks frequency bands. FFM helps prevent overfitting and enhances the model’s robustness
by avoiding reliance on specific frequency bands. Furthermore, we propose a frequency band masking method
using a bell-shaped filter. This allows for smooth transitions between masked and unmasked frequencies,
enabling the model to naturally mimic frequency variations in real speech signals. We compare the performance
of various data augmentation methods with FFM in two spoofing detection datasets, ASVspoof 2019 LA and
ADD 2022. The proposed FFM augmentation achieves state-of-the-art results in both datasets. The ADD 2022
dataset showed an improvement of approximately 51% after the application of FFM, while there was a 54%
improvement in the ASVspoof 2019 LA dataset. In addition, we have made the code and demo used in the
experiment publicly available.
1. Introduction

The rapid advancement of speech technology has popularized voice
assistants, tailored to diverse user needs depending on business goals.
For instance, Amazon’s Alexa supports transactions, while Samsung’s
Bixby manages device operations. However, as voice assistants grow
more sophisticated, security vulnerabilities, such as manipulation
through background noise or voice imitation, have become critical con-
cerns. Voice anti-spoofing, a key area in automatic speaker verification,
seeks to detect spoofed utterances created using various methods. To
address these challenges, initiatives like the ASVspoof challenges [1–
5] (since 2015) and the recent Audio Deep Synthesis Detection (ADD
2022, 2023) competitions [6,7] have advanced research in this domain.
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Especially, in the context of ADD 2022 Track 1 competition, the
primary objective was to develop models capable of detecting spoofing
in complex acoustic environments characterized by significant back-
ground noise. Previous studies have been limited in their ability to ad-
equately assess spoofing detection performance under such conditions
due to a lack of data collected in noisy environments. Consequently,
the ADD 2022 competition was specifically focused on the critical
research challenge of spoofing detection in noisy settings. The influx
of environmental noise complicates the composition of complex sound
conditions. Voice samples, particularly those originated from noisy
conditions, frequently manifest distinct noise patterns within specific
frequency ranges, notably the high or low-frequency bands. However, if
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Fig. 1. Proposed frameworks.
our spoofing detection model heavily relies on these noise-prone bands,
its accuracy could diminish when exposed to similar noisy data.

To address this challenge, we propose a novel data augmentation
technique called Frequency Feature Masking (FFM) [8], designed to
enhance the robustness of models in noisy environments. Observations
of noisy audio samples revealed that the frequency bands containing
human voice differ from those dominated by noise. Based on this
insight, FFM selectively applies less masking to regions containing
human voice and more masking to noise-dominated areas, encouraging
the model to focus on voice-relevant features. Despite its simplicity of
randomly masking frequency bands, the FFM technique demonstrated
remarkable effectiveness on the noisy dataset from the ADD 2022
competition. Notably, our approach secured third place among 42
teams, with only three surpassing the baseline system [6], highlighting
the significance of FFM in advancing the field.

All models examined within this study are based on spectrogram
images. Initially, we employ the mel-spectrogram and the constant-
Q transform (CQT) to convert 1D raw waveform audio input data
into 2D spectrogram features. An overview of our proposed system is
illustrated in Fig. 1. In assessing the potential of the FFM augmentation,
six data augmentation techniques are applied to the spectrograms dur-
ing the training process for comparison. These encompass Mixup [9],
Cutout [10], CutMix [11], SpecAugment [12], FilterAugment [13], and
our FFM augmentation. We then utilize the augmented data to train five
deep neural networks: Light CNN (LCNN) [14], ResMax [15], Double
Depthwise Separable (DDWS) [16], BC-ResMax [16], and Overlapped
Frequency-Distributed (OFD) models [17].

Our study demonstrates the efficacy of the FFM augmentation
method in significantly enhancing model performance. On the ADD
2022 competition dataset, FFM combined reduced EERs from initial
values of 20.14%–22.53% to as low as 11.06%–15.16%. Similarly, for
the ASVspoof 2019 LA dataset, the best EER decreased from 2.68%
(baseline) to 1.49% with FFM. Comprehensive experiments showed
FFM’s consistent superiority across various models and conditions,
underscoring its robustness in improving model accuracy.

The paper is organized into six sections. Section 1 elucidates the
motivating factors behind the study and succinctly outlines the experi-
mental outcomes designed to tackle the addressed issues. In Section 2,
the paper delves into an exploration of various data augmentation tech-
niques utilized within this study. Moving on, Section 3 meticulously
delineates the FFM implementation and five different voice deep fake
detection models that we used. Section 4 comprehensively expounds
upon the dataset employed, the experimental intricacies, resultant find-
ings, and conducted ablation studies. Section 5 critically examines
deviations from prior research and underscores the indispensability of
data augmentation within the realm of deep learning investigations.
Finally, Section 6 encapsulates the essence of the proposed method
and its associated experimental outcomes, while also presenting the
challenges that require attention in forthcoming research endeavors.
In addition, we have made the code and demo used in the experiment
publicly available.2

2 https://https://github.com/ikwak2/Paper_FFM.
2 
Fig. 2. Examples of various augmented spectrogram images using recent augmentation
techniques.

2. Previous research on data augmentations

This section provides an overview of various data augmentation
techniques that have been employed in research domains including
sound event detection and audio classification. These techniques aim to
mitigate overfitting and enhance the generalized performance of deep
learning models during training (see Fig. 2).

2.1. Mixup

Mixup augmentation involves the linear interpolation between pairs
of input samples and their corresponding labels to generate newly aug-
mented training instances. Mixup is a widely used data augmentation
method in voice classifications as well as image classifications [9]. The
method mixes two different samples from the training set according to
a parameter 𝜆 which is sampled from the 𝑏𝑒𝑡𝑎(𝛼 , 𝛼) distribution with a
hyperparameter 𝛼. The method is as follows:

𝑥̃ = 𝜆𝑥𝐴 + (1 − 𝜆)𝑥𝐵 , (1)

𝑦̃ = 𝜆𝑦𝐴 + (1 − 𝜆)𝑦𝐵 , (2)

where (𝑥𝐴, 𝑦𝐴) and (𝑥𝐵 , 𝑦𝐵) are two distinct samples. Here, (𝑥𝐴, 𝑥𝐵) are
two different input spectrograms, and (𝑦𝐴, 𝑦𝐵) are the one-hot encoded
labels, respectively.

To provide a more specific example of the actual application of
Mixup, if the batch size is 16, eight training samples are prepared by
randomly pairing them into sets of two. Suppose the labels for two
arbitrary pairs are 𝑦𝐴 = (0, 1) (bonafide), 𝑦𝐵 = (1, 0) (spoof), and a
random sample 𝜆 from a 𝑏𝑒𝑡𝑎(0.7, 0.7) distribution is 0.3. The label for
the mixup sample would be 𝑦̂ = 0.3 × (0, 1) + 0.7 × (1, 0) = (0.7, 0.3). The
mixup sample 𝑥̂ = 0.3𝑥𝐴 + 0.7𝑥𝐵 .

2.2. Cutout

Cutout is a data augmentation technique in which specific regions
of a training image are randomly masked [10]. The parameter 𝜆 is
selected from a beta distribution to regulate the ratio between the
masked region and the entire image area. This parameter decides the
size of the cutout box, denoted as 𝑟 for width and 𝑟 for height. Its
𝑤 ℎ
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center coordinate, 𝑟𝑥 and 𝑟𝑦, are extracted from a uniform distribution.
Here, 𝑊 and 𝐻 signify the size of the width (the number of temporal
frames) and height (the number of frequency bins) of the given image,
respectively.

𝑟𝑥 ∼ 𝑈 𝑛𝑖𝑓 (0, 𝑊 ), 𝑟𝑤 = 𝑊
√

1 − 𝜆, (3)

𝑟𝑦 ∼ 𝑈 𝑛𝑖𝑓 (0, 𝐻), 𝑟ℎ = 𝐻
√

1 − 𝜆. (4)

Cutout technique is executed on the image 𝑥𝐴 by

𝑥̃ = 𝑀 ⊙ 𝑥𝐴 (5)

where 𝑀 is a binary mask in {0, 1}𝑊 ×𝐻 , with its zero-region denoting
the cutout box region.

In this context, both the image 𝑥𝐴 and the mask 𝑀 have the same
size and the ⊙ operation denotes an element-wise multiplication.

2.3. CutMix

CutMix integrates two distinct training images to construct a novel
composite image [11]. It locally removes a segment from the original
image and consequently combines a patch from another image into the
removed region. This seamless amalgamation of two different images
ensures consistent performance, regardless of whether they possess
identical or different labels. The label of the generated samples through
CutMix is assigned by mixing their labels in proportion to the areas
occupied by the two images.

𝑥̃ = 𝑀 ⊙ 𝑥𝐴 + (1 −𝑀)⊙ 𝑥𝐵 , (6)

𝑦̃ = 𝜆𝑦𝐴 + (1 − 𝜆)𝑦𝐵 , (7)

with the ratio 𝜆 = 1 − 𝑟𝑤𝑟ℎ
𝑊 𝐻 .

2.4. SpecAugment

SpecAugment is a data augmentation technique that enhances the
robustness of models to variations in both time and frequency domains.
It consists of three main techniques: time warping, frequency masking,
and time masking [12].

Time warping involves stretching and compressing the spectrogram
along the time axis. This is achieved by moving segments of the
spectrogram horizontally to create a non-linear transformation of time.
Frequency masking involves masking out random frequency bands to
simulate variations in frequency characteristics. Finally, time masking
masks out random segments of time steps to help the model handle
incomplete or noisy data.

These techniques collectively provide custom-tailored spectrogram
data by masking the entire frequency bands or temporal intervals. This
augmentation strategy enhances the model’s robustness to various types
of input variations.

2.5. FilterAugment

FilterAugment exhibits a refined advancement in comparison to the
frequency masking technique proposed in SpecAugment [13]. While
SpecAugment simply masks a short time and frequency range in spec-
trograms, FilterAugment leverages acoustic filters by applying distinct
weights to diverse frequency bands. FilterAugment comes in two vari-
ations: linear-type and step-type. In the linear-type FilterAugment, a
weight filter with a continuous profile is multiplied to spectrograms.
This process can retain the continuous nature of spectrogram features.
On the other hand, the step-type FilterAugment introduces multiple
random weights to apply them to different frequency band intervals,
resulting in a non-linear step-like characteristic. Nam et al. [13] demon-
strates that the performance of the linear-type FilterAugment surpasses
that of the step-type FilterAugment.

3. Methods

In ADD 2022’s Track 1, we focused on detecting spoofing in envi-
ronments with challenging acoustics, where environmental noise plays
3 
Fig. 3. Voice samples collected in normal and noisy environments.

Fig. 4. Low-frequency masking and random frequency band masking.

a significant role. This noise often appears in specific frequency ranges,
especially in low or high frequencies. The spectrograms in Fig. 3
visualize voice samples from an adaptation dataset obtained in both
normal and noisy environments. Notably, the sample from the noisy
environment exhibits a distinct long horizontal pattern at approxi-
mately 4096 Hz. Auditory analysis confirms the presence of persistent
high-frequency noise infiltrating the sample. This finding is crucial for
guiding the direction of our research.

In scenarios where our trained spoofing detection model places
substantial reliance on these noise-incorporating frequency bands, the
model’s precision might exhibit degradation when confronted with
the data showing similar noise attributes. To counter this, a strategic
solution could involve the selective masking of frequency bands more
prone to noise environment. This technique would enable the model
to concentrate its attention on regions less affected by noise, thereby
achieving an enhancement of its overall performance.

In response to this issue, we propose an innovative data augmenta-
tion technique ‘‘Frequency Feature Masking’’. This approach is designed
to enhance the robustness of training for spoofing detection models
within inherently noisy environments.

3.1. Frequency Feature Masking (FFM) augmentation

Building on the observation that noise is more prevalent in low-
frequency and high-frequency bands than in the frequency range of
human speech, we applied increased masking to noise-dominated re-
gions. This approach ensures that less critical frequency bands are
not overemphasized during the model training process. In the FFM
augmentation, the following three methods are used in combination:
‘‘low frequency (LF) masking’’, ‘‘high frequency (HF) masking’’, and
‘‘random frequency band (RF) masking’’. Each method plays a crucial
role in enhancing the model’s robustness against noise by strategically
masking different frequency components of the input data.

3.1.1. Low/high-frequency masking
During the training process, the augmentation using LF/HF masking

to spectrogram data adheres to Algorithm 1. Given a training spec-
trogram image denoted as 𝑋 ∈ 𝑅𝑇×𝐹 , where 𝑇 and 𝐹 symbolize the
temporal and frequency dimensions correspondingly, the masking is
executed with a probability of 𝑝. In the case of LF masking, the low-
frequency range where masking is applied is restricted by limiting the
mel bin within the range of 0 to 𝑙, and the minimum thickness of the
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Algorithm 1 Low (or High)-frequency masking algorithm
Input: Spectrogram 𝑋 of the size 𝑇 ×𝐹
Parameter: Masking probability 𝑝, low (or high)-frequency area range
𝑙 (or ℎ), minimum band width 𝑚
Output: Masked spectrogram 𝑋̃

1: Low (or High) frequency masking function;
𝐿𝐹 (𝑋)

(

or 𝐻 𝐹 (𝑋)
)

2: 𝑋̃ ← 𝑋
3: Generate 𝑢 from 𝑈 𝑛𝑖𝑓 (0, 1)
4: if 𝑢 < 𝑝 then
5: Randomly take an integer 𝑎 from (𝑚, 𝑙) (or (ℎ, 𝐹−𝑚)

)

6: 𝑋̃[ ∶ , ∶𝑎 ] = 0 (

or 𝑋̃[ ∶ , 𝑎∶ ] = 0)
7: end if
8: return 𝑋̃

Fig. 5. Examples of various augmented spectrogram images using Bell-shaped fre-
quency masking techniques.

masking bands is fixed as 𝑚 (𝑚 < 𝑙). An integer 𝑎 is randomly selected
from (𝑚, 𝑙) to compute the region for masking. Consequent to this, the
low-frequency region (0, 𝑎) is subjected to masking, with the values
therein being reset to zero. LF masking is exemplified as illustrated in
Fig. 4.

HF masking is the same as LF masking, but it is applied symmet-
rically reversed in the direction of the frequency axis. This ensures
that high-frequency components are also masked, providing a balanced
approach to frequency augmentation.

3.1.2. Random frequency band masking

RF masking is executed with a probability of 𝑝. The maximum
number of masked frequency bands 𝐵, and both the width 𝑏𝑖 and the
lower frequency band location 𝑙𝑖 of each band are randomly selected.
A key feature of the RF masking approach is its dynamic band count.
Unlike SpecAugment, which employ a fixed parameter for the num-
ber of masked bands, our method introduces variability by randomly
selecting an integer from the range (1, 𝐵). This variability enhances
the augmentation process, thereby improving the model’s capacity to
generalize across diverse frequency conditions. This is visually depicted
in Fig. 4. A detailed process is described in Algorithm 2.

3.2. Bell-shaped FFM augmentation

The Bell-shaped FFM augmentation method aims to improve the
robustness of voice spoofing detection models in noisy environments
4 
Algorithm 2 Random-frequency band masking algorithm
Input: Spectrogram 𝑋 of the size 𝑇 ×𝐹
Parameter: Masking probability 𝑝, maximum number of masked
frequency bands 𝐵, minimum band width 𝑚, maximum band width 𝑀
Output: Masked spectrogram 𝑋̃

1: Random frequency band masking function; 𝑅𝐹 (𝑋)
2: 𝑋̃ ← 𝑋
3: Generate 𝑢 from 𝑈 𝑛𝑖𝑓 (0, 1)
4: if 𝑢 < 𝑝 then
5: Randomly take an integer 𝑛 from (1, 𝐵)
6: for 𝑖 in range(n): do
7: Randomly take a band width 𝑏𝑖 for 𝑖th band from integers

(𝑚, 𝑀)
8: Randomly take a band location 𝑙𝑖 from integers (0, 𝐹−𝑏𝑖)
9: 𝑋̃[ ∶, 𝑙𝑖 ∶ (𝑙𝑖+𝑏𝑖− 1) ] = 0

10: end for
11: end if
12: return 𝑋̃

Algorithm 3 Bell-shaped frequency masking algorithm
Input: Spectrogram 𝑋 of the size 𝑇 ×𝐹
Parameter: Masking probability 𝑝, frequency area range 𝐿 = [𝑙1, 𝑙2],
magnitude parameter of the bell function 𝑚, width parameter of the
bell function 𝑈
Output: Masked spectrogram 𝑋̃

1: Bell-shaped frequency masking function; 𝐵 𝑒𝑙 𝑙(𝐿, 𝑚, 𝑤)
2: 𝑋̃ ← 𝑋
3: Generate 𝑢 from 𝑈 𝑛𝑖𝑓 (0, 1)
4: if 𝑢 < 𝑝 then
5: Randomly select a width 𝑤 from the range (𝑈2 , 𝑈 )
6: Randomly select 𝑐 from 𝐿
7: 𝐵 𝑒𝑙 𝑙 𝐹 𝑖𝑙 𝑡𝑒𝑟 = 10𝐵 𝑒𝑙 𝑙(𝑆 ,𝑐 ,𝑚,𝑤)

8: 𝑋̃ ← 𝑋̃ ⋅ 𝐵 𝑒𝑙 𝑙 𝐹 𝑖𝑙 𝑡𝑒𝑟
9: end if

10: return 𝑋̃

by reducing information loss during frequency masking. Basic FFM aug-
mentation randomly selects frequency bands and applies zero masking,
which introduces variability but can lead to significant information
loss. To address this limitation, we propose a Bell-shaped FFM augmen-
tation that applies a continuous filter along the frequency dimension of
the spectrogram. This method aims to retain more information while
providing effective augmentation.

Fig. 5 illustrates an example of applying a Bell-shaped filter to the
input spectrogram. To apply Bell-shaped masking along the frequency
axis, we define a variant of the Gaussian function as the Bell function.
Eq. (8) is used to generate the Bell-shaped filter:

𝐵 𝑒𝑙 𝑙(𝑆 , 𝑐 , 𝑚, 𝑤) = 𝑚
10

× 𝑒−
1
2 (

𝑆−𝑐
𝑤 )2 , (8)

where 𝑆 = [0, 1,… , 𝐹 − 1] represents the frequency coordinates of the
spectrogram feature. The center 𝑐 of the Bell function is a randomly
chosen integer from the pre-defined frequency index range 𝐿 = [𝑙1, 𝑙2].
A parameter 𝑤 controlling the width of the Bell function is randomly
selected within the range (𝑈2 , 𝑈 ). The magnitude of the bell-shaped
augmentation is adjusted by the hyperparameter 𝑚.

The Bell function is centered around frequency 𝑐 and approaches to
0 as it moves away from the center. To apply augmentation, we mul-
tiply 10𝐵 𝑒𝑙 𝑙(𝑆 ,𝑐 ,𝑚,𝑤) with the original spectrogram along the frequency
direction. Further details can be found in Algorithm 3.
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Table 1
The number of utterances in training, development, adaptation and test sets of the ADD
022 database.

Training Dev. Adaptation Test

Genuine 3012 2307 300 –
Fake 24,072 21,295 700 –
Unlabeled – – – 109,199

3.3. Voice deep fake detection models

We evaluate the efficacy of our proposed FFM augmentation tech-
nique by applying it to five distinct voice deep fake detection models:
he Light CNN (LCNN) model [14], the ResMax model [15], the Double

Depthwise Separable (DDWS) model [16], the BC-ResMax model [16],
and the Overlapped Frequency Distributed (OFD) model [17]. All
of these models are based on spectrogram images and have demon-
strated their effectiveness in various ASVspoof competitions, including
ASVspoof 2017, 2019, and 2021 [18–20].

4. Experiments

4.1. Feature engineering

We employed the librosa software [21] to perform CQT and mel-
spectrogram feature extraction. In the case of CQT feature extraction,
the parameters were configured with a minimum frequency of 5, 100
requency bins, and a filter scale factor of 1. On the other hand, for mel-
pectrogram feature extraction, we adopted 100 frequency bins, 1024
indow lengths, and 512 hop sizes.

4.2. Datasets

4.2.1. ADD 2022 challenge datasets
The ADD 2022 challenge [6] introduced a more realistic approach

to data generation, aiming to tackle spoofing attacks in real-world
scenarios. This challenge encompassed three different tracks: the low-
quality fake audio detection (LF) track, the partially fake audio de-
tection (PF) track, and the audio fake game (FG) track. In our study,
we focus specifically on track 1, which involves both genuine and
spoof-attack data generated through text-to-speech (TTS) and voice
conversion (VC) techniques. The LF track’s objective is to classify
genuine and spoofed utterances that have been mixed with various real-
world noises and background music. Detailed information about the
ADD 2022 challenge dataset can be found in Table 1. This dataset com-
prises training, development (Dev.), adaptation, and test data subsets.

he training, development (Dev.), and adaptation datasets are publicly
vailable, whereas the test data, intended for competition evaluation,
oes not have publicly disclosed labels. Therefore, for the evaluation in
his study, we utilized only the training, development, and adaptation
atasets.

4.2.2. ASVspoof 2019 challenge LA dataset
The ASVspoof 2019 challenge [4] is focused on TTS, VC and replay

poofing attack types. Its dataset comprises logical access (LA) and
hysical access (PA) scenarios. Both scenarios stem from the VCTK ba-

sic corpus [22], and the dataset is partitioned into three main segments:
raining, development, and evaluation. In this study, we focus on the LA
ata subset, as it aligns with the TTS and VC attack types emphasized

in the ADD 2022 challenge dataset. It is important to note that the
ASVspoof 2019 LA dataset is not designed for noisy environments;
rather, it consists of clean speech data generated under controlled
conditions. Within the LA scenario, a diverse set of 17 cutting-edge
TTS and VC systems are employed to generate genuine and spoofed
speech. Among these systems, six TTS and VC systems are classified

by known attacks in the training and development data, while the

5 
Table 2
The number of utterances in training, development and test sets of the ASVspoof 2019
LA database.

Training Dev. Test

Genuine 2580 2548 7355
Fake 22,800 22,296 63,882

remaining eleven systems are labeled according to the unknown attacks
in the test data. The ASVspoof 2019 LA dataset is detailed in Table 2,
encompassing training, development (dev.), and test data. The training
and development data incorporates approximately 25,000 utterances
each, while the test data includes around 71,000 utterances containing
unknown attacks.

4.3. Experimental setup

We conducted a thorough examination and comparison of our ex-
erimental results with five different spoofing detection models. To
igorously assess the performance, we employed FFM augmentation
n two distinct databases: the ADD 2022 competition dataset for a
oisy environment scenario, and the ASVspoof 2019 LA dataset, which
onsists of various types of synthetic speech samples without noise.
ach utterance within these datasets was sampled at a sampling rate of
6 kHz. Our chosen hyperparameter configurations for FFM augmenta-
ion are as follows:

• For LF masking, the low-frequency area range parameter was set
to 𝑙 = 12, the minimum masking band width was adjusted to
𝑚 = 7, and the probability 𝑝 of applying LF masking ranged
between 0.5 and 0.8.

• For HF masking, the high-frequency area range parameter was
configured to ℎ = 80, the minimum masking band width was set
to 𝑚 = 13, and the probability 𝑝 of applying HF masking spanned
from 0.5 to 0.8.

• For RF band masking, the masking was conducted randomly with
a probability 𝑝 = 2

3 . Two bands (𝐵= 2) were selected for masking
with a probability of 1∕3, and one band was decided upon a prob-
ability of 1∕3. Each masking band width was randomly chosen
within the range of 𝑚 = 8 to 𝑀 = 12.

Additionally, our chosen hyperparameter configurations for Bell-shaped
FFM augmentation are as follows:

• The frequency range 𝐿 to which the center of the Bell-shaped
filter is applied was divided into three categories: 𝑙 𝑜𝑤, ℎ𝑖𝑔 ℎ, and
𝑎𝑙 𝑙. Specifically, for the 𝑙 𝑜𝑤 category, we used 𝐿 = [15, 24]; for
the ℎ𝑖𝑔 ℎ category, 𝐿 = [75, 84]; and for the 𝑎𝑙 𝑙 category, the entire
frequency range 𝐿 = [0, 99] was utilized.

• The spread parameter 𝑈 of the Bell-shaped filter was set to 5
and 10, while the magnitude parameter 𝑚 was configured to 5
and 10. The application probability of the Bell-shaped filter was
designated to 0.5.

The Mixup hyperparameter for FFM augmentation ranged from 0.6
o 0.8, and we applied 0.7 for the Bell-shaped FFM.

The chosen evaluation metric is the equal error rate (EER), where
the false acceptance rate (FAR) equals the false rejection rate (FRR).
A lower EER is indicative of a superior model performance. Another
evaluation metric to consider is the tandem Detection Cost Function (t-
DCF). This metric is designed for the joint assessment of spoofing coun-
termeasures and automatic speaker verification (ASV) systems [23].
It addresses the limitations of traditional EER-based evaluation by
incorporating system costs and prior probabilities, making it more
uitable for applications such as telephone banking, which involve
arying spoofing attack and target user priors. For the ASVspoof 2019

dataset, the t-DCF score was also calculated and used for evaluation,
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Fig. 6. Visualization of samples augmented with FFM combination ID 7.

Table 3
Augmentation ID allocation based on FFM combinations.

Aug ID Mixup LF HF RF

1 ✓ ✓

2 ✓ ✓

3 ✓ ✓

4 ✓ ✓ ✓

5 ✓ ✓ ✓

6 ✓ ✓ ✓

7 ✓ ✓ ✓ ✓

utilizing the provided ASV scores.
Training was conducted using 9-s audio samples. Audio exceeding

this duration was truncated, while shorter samples were repeated to
meet the required length. For training the proposed models, we selected
a batch size of 16 and conducted 70 epochs of model training. We
performed three separate training sessions and calculated the average
EER values for the test dataset, recognizing that each experiment
might converge to slightly different parameters. The learning rate was
initialized to 1e−3 and gradually decreased to 1e−5 through a learning
rate scheduler that utilized a sigmoidal decay function.

4.4. FFM technique and its implementation

Table 3 provides the identification numbers (IDs) associated with
various FFM data augmentation techniques, allowing for clear dif-
ferentiation between them. Fig. 6 visualizes four samples generated
using Aug ID 7, which employs Mixup, LF, HF, and RF augmentations.
Each masking technique is applied randomly based on a specified
probability, resulting in diverse positions and widths of the masking
bands, as illustrated in the sample examples in the figure.

The application of Mixup has been shown to improve performance,
and it has been used in conjunction with other augmentation tech-
niques in experiments. The process of applying Mixup and FFM, for
example, involves randomly pairing 8 training samples out of a batch
size of 16 into four sets of two. Assuming two pairs of labels, 𝑦𝐴 = (0, 1)
(genuine) and 𝑦𝐵 = (1, 0) (spoof), and a random sample 𝜆 = 0.3 drawn
from the 𝑏𝑒𝑡𝑎(0.7, 0.7) distribution, the mixed sample label becomes
𝑦̂ = 0.3 × (0, 1) + 0.7 × (1, 0) = (0.7, 0.3). The mixed sample 𝑥̂ is calculated
as 𝑥̂ = 0.3𝑥𝐴+ 0.7𝑥𝐵 . Techniques such as LF, HF, and RF are then applied
sequentially to 𝑥̂.
6 
Table 4
EER (%) on the adaptation set of ADD 2022 for each model with different combinations
of augmentations.

Data Aug ID LCNN ResMax DDWS BC-ResMax OFD

ADD None 20.14 21.88 22.53 22.31 21.35
Mixup 20.14 16.77 17.44 17.59 17.12
1 15.16 15.12 15.21 13.58 17.63
2 18.49 17.34 15.96 15.39 16.93
3 17.85 13.60 13.40 11.66 15.02
4 19.31 18.02 15.33 13.24 17.56
5 16.92 16.85 15.24 12.43 15.66
6 17.02 17.44 13.68 13.21 15.49
7 17.42 15.41 14.33 11.06 16.34

Table 5
EER (%) on the test set of ASVspoof 2019 LA for each model with different
combinations of augmentations.

Data Aug ID LCNN ResMax DDWS BC-ResMax OFD

ASV None 3.77 4.64 3.30 3.83 2.68
Mixup 3.11 3.51 4.06 3.98 2.87
1 2.88 3.60 3.28 3.20 2.58
2 2.04 2.08 2.66 2.73 1.49
3 3.52 4.57 6.65 5.17 3.25
4 1.93 2.15 2.45 2.47 1.88
5 3.30 4.97 4.47 4.99 3.32
6 2.56 3.21 4.78 4.06 1.99
7 2.45 3.78 4.33 4.34 2.49

5. Results

5.1. Results of FFM application in noisy environments

The experimental results presented in Table 4 demonstrate the
effectiveness of various combinations of FFM augmentation techniques
using five different spoofing detection models on the ADD 2022 dataset
collected in noisy environments. This dataset, exposed to real-world
noises and background music, exhibited overall high EERs. Models
without any data augmentation recorded high EERs, while the appli-
cation of Mixup augmentation resulted in moderate improvements. In
contrast, the implementation of FFM augmentation led to significant
reductions in EERs, with the BC-ResMax model achieving the most
substantial improvement at 11.06%, thereby confirming the efficacy of
FFM in noisy conditions.

5.2. Results of FFM application in normal environments

Table 5 presents the analysis results using the ASVspoof 2019 LA
dataset, which consists of speech data from normal environments. This
analysis focuses on determining the effectiveness of FFM augmentation
techniques in typical conditions, serving as an ablation study.

For the ASVspoof 2019 LA dataset, the initial EERs for models with-
out augmentations were relatively low. Mixup augmentation showed
mixed results, with some EERs decreasing and others increasing. How-
ever, the integration of FFM augmentation (LF, HF) consistently en-
hanced performance across all models. The OFD model, in particular,
achieved the lowest EER of 1.49%, highlighting the efficacy of FFM,
especially when combining low-frequency and high-frequency masking.
These results underscore the robustness of FFM augmentation tech-
niques in improving the performance of spoofing detection models
across different datasets and conditions.

When comparing ADD 2022 and ASVspoof 2019, we found that
applying all combinations of LF, HF, and RF improved performance
in ADD, compared to not applying them. However, in the general
ASVspoof 2019 dataset, the use of RF actually degraded performance,
while LF and HF alone resulted in improvements. Therefore, for de-
veloping a generic spoofing detection model, LF and HF can generally
be expected to enhance performance. In contrast, RF might be recom-
mended when there is a significant discrepancy between the training
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Fig. 7. EER (%) on the adaptation set of ADD 2022 and on the test set of ASVspoof
2019 LA with different combinations of Bell-shaped FFM hyperparameters.

Fig. 8. Comparison of EER (%) with different combinations of Bell-shaped FFM
hyperparameters.

and evaluation data, as seen with the ADD dataset, where leveraging
more augmented data can help build a more robust model.

5.3. Hyperparameter search for bell-shaped FFM

The experimental results regarding Bell-shaped FFM are depicted
in Fig. 7. For the ADD 2022 dataset, the LCNN, ResMax, DDWS, BC-
ResMax, and OFD models using the Bell-shaped FFM showed EERs of
15.62%, 12.74%, 14.53%, 14.60%, and 18.14%, respectively. Partic-
ularly, the ResMax model demonstrated lower EERs compared to the
results obtained with the conventional FFM, thereby validating the
effectiveness of applying Bell-shaped FFM.

Similarly, on the ASVspoof 2019 LA dataset, the models utilizing the
bell-shaped FFM achieved EERs of 1.90%, 2.45%, 2.19%, 2.07%, and
1.82%. Overall, the EERs of FFM and Bell-shaped FFM were compara-
ble. However, Bell-shaped FFM demonstrated a lower EER compared to
FFM in both LCNN and BC-ResMax models.

Fig. 8 reveals that when the parameter 𝑈 is set to 5, higher values
of 𝑚 resulted in better performance. In contrast, when 𝑈 is set to 10,
lower values of 𝑚 led to better performance. This suggests that stronger
masking yields lower EERs when 𝑈 is small, whereas weaker masking
is more effective when 𝑈 is large.

5.4. Comparison with other data augmentation methods

This study involves a comprehensive comparison of state-of-the-
art data augmentation techniques and FFM. We employed techniques
commonly used in the audio and speech-related fields, conducting
experiments with the ASVspoof 2019 LA and ADD 2022 datasets.
To ensure the fairness of the experiment, hyperparameter search was
carried out for each data augmentation technique. The hyperparameter
searches for the seven data augmentation techniques were performed
based on the values presented in Table 6.
7 
Table 6
Set hyperparameters of data augmentation.

Augmentation Hyperparameters

Mixup, Cutout, CutMix Parameters ∈ [0.1, 0.9], intervals per 0.1

SpecAugment Parameters ∈ [[1, 5], [1, 5]], [[1, 10], [1, 10]],
[[1, 10], [1, 15]], [[1, 15], [1, 10]], [[1, 15], [1, 15]],
[[2, 5], [2, 5]], [[2, 10], [2, 10]], [[2, 10], [2, 15]],
[[2, 15], [2, 10]], [[2, 15], [2, 15]]

FilterAugment # band = [2, 5], [3, 6], [5, 6]
Minimum bandwidth = [2, 4, 6, 8, 10]
dB range = [−10, 10], [−6, 6], [−1, 1]

FFM Lowpass = [7, 8, 9, 10, 11, 12]
Highpass = [80, 81, 82, 83, 84, 85, 86, 87]
Randompass = [8, 9, 10, 11, 12]

Bell-shaped FFM L = low: [15, 24], high: [75, 84], all: [0, 99]
U = 5 or 10
m = 5 or 10

Table 7
Comparison of EER (%) results for different data augmentation methods in the ADD
2022 dataset.

Data augmentation LCNN ResMax DDWS BC-ResMax OFD

None 20.14 21.88 22.53 22.31 21.35
Mixup 20.14 16.77 17.44 17.59 17.12
Cutout 17.75 20.15 19.61 19.33 19.03
CutMix 15.99 15.34 14.38 13.98 21.14
SpecAugment 19.18 18.42 19.53 16.46 19.73
FilterAug-step 16.38 16.32 13.57 17.24 16.42
FilterAug-linear 18.31 16.58 15.67 16.96 17.93
FFM (Ours) 15.16 13.60 13.40 11.06 15.02
Bell-shaped FFM (Ours) 15.62 12.74 14.53 14.60 18.14

Fig. 9. Performance comparison of eight data augmentation techniques.

For Mixup, Cutout, CutMix, and SpecAugment, the most superior
hyperparameters were selected by averaging the EER values obtained
from three experiments for each parameter. FilterAugment (step, lin-
ear) explored optimal values by adding more parameters than those
suggested by the author in the paper [13]. FFM and Bell-shaped FFM
consist of three types of hyperparameters, and experiments were con-
ducted by combining them. For each combination, experiments were
performed three times, and the hyperparameters with the lowest aver-
age EER values were finally selected.

The results presented in Tables 7, 8, and Fig. 9 provide a compre-
hensive comparative analysis of the performance of eight data augmen-
tation techniques applied to five deep learning models. This evaluation
is designed to robustly assess the augmentation strategies across ten
experimental combinations involving these five models and two distinct
datasets. Notably, the proposed FFM demonstrated superior perfor-
mance in the majority of scenarios, consistently outperforming all
other techniques with the exception of a single case. This exceptional
phenomenon may be attributed to the specific characteristics of certain
models or datasets.

In each experimental scenario, experiments were conducted three
times per augmentation method. The boxplot in Fig. 9 illustrates the
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Table 8
Comparison of EER (%) and t-DCF results for different data augmentation methods in the ASVspoof 2019 LA dataset.

Data augmentation LCNN ResMax DDWS BC-ResMax OFD

EER t-DCF EER t-DCF EER t-DCF EER t-DCF EER t-DCF

None 3.77 0.1335 4.64 0.1299 3.30 0.0815 3.83 0.1387 2.68 0.0707
Mixup 3.11 0.0852 3.51 0.0917 4.06 0.0925 3.98 0.1235 2.87 0.0738
Cutout 3.06 0.1023 4.10 0.1434 3.76 0.0852 3.25 0.1189 2.20 0.0678
CutMix 3.56 0.122 2.68 0.0915 3.76 0.1283 2.70 0.0898 3.09 0.1003
SpecAugment 3.08 0.1168 4.55 0.1394 3.09 0.103 5.86 0.1823 3.00 0.0984
FilterAug-step 2.46 0.0858 3.76 0.1111 2.30 0.0761 2.58 0.0936 3.57 0.0857
FilterAug-linear 2.28 0.0928 3.31 0.0965 2.07 0.066 2.35 0.0865 3.21 0.0804
FFM (Ours) 1.93 0.0603 2.08 0.075 2.45 0.0738 2.47 0.0886 1.49 0.0632
Bell-shaped FFM (Ours) 1.90 0.071 2.17 0.093 2.19 0.0785 2.07 0.0865 1.82 0.0695
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ER performance for each augmentation method. To evaluate the statis-
ical significance of the performance difference between FFM and other
ethods, the Wilcoxon rank-sum test was employed with Bonferroni

djustment. In the case of the ADD dataset, FFM exhibited statisti-
ally significant performance improvements over other methods in all
airwise comparisons. Similarly, for the ASVspoof 2019 LA dataset,
xcluding the linear version of FilterAugment applied to DDWS, FFM
onsistently demonstrated significantly superior performance. The use
f FFM increases masking in either low-frequency or high-frequency
egions. As a result, regions outside the typical frequency range of hu-
an speech in the model are selectively masked, ultimately considered

o contribute to the observed performance enhancement.

.5. EER performance evaluation based on the data size

Data augmentation techniques such as FFM are primarily employed
o enhance the diversity of training data. These are advantageous in
mproving the model’s generalization capabilities and alleviating over-
itting. In this subsection, we quantitatively evaluate the impact of FFM
y applying it to datasets of varying sizes, empirically measuring its in-
luence. The experiments were conducted using the training data from
DD 2022 and ASVspoof 2019 LA datasets, where the actual usage was
caled down to various ratios from 10% to 100% of the full dataset. In
he ASVspoof 2019 LA dataset, speaker labels were available, allowing
or data partitioning based on these labels. In the case of the ASVspoof
019 LA dataset, speakers were randomly selected from 10% to 100%
o adjust the dataset size. As for the ADD 2022 dataset, since speaker
abels were not provided, data partitioning was conducted for samples.
he experimental setup involved setting the Mixup hyperparameter 𝛼
o 0.7 and applying FFM to 50% of the selected data. The BC-ResMax
odel was applied to these reduced datasets, and scenarios with and
ithout data augmentation were compared. Experimental results based
n data size are presented in Fig. 10.

In experiments using the ADD 2022 dataset, the performance was
enerally poorest when data augmentation was not applied across most
ata sizes. Although FilterAugment-step and CutMix showed overall
uperior performance compared to scenarios without data augmenta-
ion, a key finding was that FFM augmentation exhibited the most
ptimal EER performance. Comparing across different data sizes, using
nly 10% of the selected data without data augmentation resulted in a
erformance of 27%, which improved to 20% after applying FFM. Even
hen using 20% of the data, applying FFM led to a significant per-

ormance improvement from 24% to 14%. As data volume increased,
erformance stabilized, ultimately showing a substantial difference in
erformance, with approximately 20% without data augmentation and
ess than 13% with FFM.

In experiments utilizing the ASVspoof 2019 LA dataset, the perfor-
ance consistently improved with the increase in data size, regardless

f the application of data augmentation techniques. A key finding
s that, when FFM augmentation was applied, it consistently demon-
trated the most optimal EER performance across all data size scenarios.

Overall, the model’s performance showed a rapid improvement up to
 w

8 
Fig. 10. Comparing model performance based on the data size.

0% of the data size, followed by a more gradual inclination. Specifi-
ally for FFM, with only 10% of the data, the performance was around
0%, improving to 4.5% when 40% of the data was used. Ultimately,
hen the entire dataset was employed, the performance significantly

mproved to 2.9%.
In conclusion, the utilization of data augmentation techniques

reatly contributed to the enhancement of spoofing detection models’
erformance in both ADD 2022 and ASVspoof 2019 LA datasets.
articularly in the case of ADD 2022, where the test set dealt with
oisy conditions, the role of FFM augmentation in improving the
odel’s performance was more pronounced. Therefore, in the prac-

ical implementation of spoofing detection models, it is advisable to
ffectively employ data augmentation techniques to account for various
esting environments. Specifically, FFM augmentation shows supe-
ior performance in the experimental outcomes of spoofing detection
cenarios.

. Discussion

.1. Comparison with the top-performing method from ADD 2022 compe-
ition

Our team CAU_KU participated in Track 1 ‘Low-quality Fake Audio
etection’ of the Audio Deepfake Detection Challenge 2022 (ADD
022), a grand challenge hosted by International Conference on Acous-
ics, Speech, and Signal Processing (ICASSP 2022) [6]. Among 42
articipating teams, we secured the 3rd position with an EER of 23.8%.
able 9 provides a detailed description of the ensemble system we
ubmitted. For feature extraction at the front end, we utilized the CQT
nd mel-spectrogram techniques. For modeling, we trained five distinct
rchitectures: LCNN, ResMax, DDWS, BC-ResMax, and OFD, leveraging
FM augmentation.

In the competition, the first-place system achieved a score of 21.7%,
hile the second-place system narrowly outperformed our model with a

core of 23.0%. Furthermore, the fourth-place system attained a score
f 25.9%. Upon examining the paper detailing the first-place system,
t utilized a pretrained network on large-scale speech data, termed
av2vec 2.0, and fine-tuned it for the specific domain of voice spoofing
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Table 9
EER (%) on the final evaluation data from the ADD 2022 challenge, and weights for
ensemble model.

Model Feature Augmentation EER Weights

LCNN CQT Mixup, LF, RF 26.05% 0.20
ResMax CQT Mixup, RF 24.7% 0.27
DDWS melspec Mixup, RF 26.40% 0.20
BC-ResMax melspec Mixup, LF, RF 27.34% 0.13
OFD CQT Mixup 26.02% 0.20

Ensemble – – 23.8% –

detection. A noteworthy similarity was the utilization of narrowband
and wideband Finite Impulse Response (FIR) filters used by the first-
place team [24]. The effects of these filters, which mask signals in
the high-frequency and low-frequency bands, bear resemblance to the
effects observed with our FFM’s LF and HF mechanisms.

6.2. Comparison with other top-performing methods for ASVspoof 2019 LA

Table 10 displays a performance comparison with recently estab-
ished spoofing detection systems. Our system employs a simple single
odel and achieves robust performance through our FFM augmentation

echnique. Our proposed FFM and Bell-shaped FFM methods have
nhanced the performance of existing models, achieving low EERs
anging from 1.49 to 1.93. While their performance is higher compared
o RawGAT-ST and AASIST models based on raw audio, they achieve
op performance among spectrogram-based models.

6.3. Validation using the ASVspoof 2021 LA and DF datasets

To evaluate the generalization performance of the data augmen-
tation techniques, additional experiments were conducted using the
ASVspoof 2021 LA and DF datasets. These datasets are more technically
challenging, providing a comprehensive evaluation of model perfor-
mance. Unlike the promising results observed on the ASVspoof 2019
ataset, the additional experiments revealed that FFM and Bell-shaped

FFM demonstrated comparable performance to other augmentation
techniques on the ASVspoof 2021 datasets. This outcome highlights the
need for further investigation into the characteristics of the ASVspoof
021 data. Future research will focus on developing augmentation
ethods that perform effectively not only in noisy environments but

lso under general conditions.

6.4. Future works

The FFM technology has demonstrated significant performance im-
rovements in the publicly available noise environment dataset, ADD
022. However, performance validation across various types of noise
nvironments has yet to be conducted. To address this gap, future
esearch will involve testing the FFM technology on datasets that

encompass a diverse range of noise types. This approach aims to com-
prehensively evaluate the performance and generalization capabilities
f FFM under various acoustic conditions. Specifically, by systemati-

cally exploring the effectiveness of FFM across different noise scenar-
ios, we seek to enhance its applicability and reliability in real-world
applications.

This methodology not only aims to bolster the credibility of the
research findings but also to demonstrate the adaptability of FFM
technology in challenging environments, thereby contributing to ad-
vancements in the field of voice spoofing detection.
9 
Table 10
Performance comparison of top-performing single systems on the ASVspoof 2019 LA
evaluation.

Model Front-End EER (%)

SEnet [25] CQT-MMPS-Compression, and channel 6.14
LCNN [26] CQT-MMPS 5.99
RawNet2 [27] SincNet filter 5.64
Resnet [25] CQT-MMPS-Compression, and channel 5.18
LCNN [19] LFCC 5.06
ResNet18-GAT-T [28] LFB-Frequency 4.71
LCNN [29] CQT 4.07
LCNN+CE [30] CQT-DASC 3.13
RW-ResNet [31] Raw-audio 2.98
OFD [17] (our implementation) CQT 2.68
LCNN (Ours) CQT-FFM 1.93
LCNN-LSTM-sum [32] LFCC 1.92
LCNN (Ours) CQT-Bell-shaped FFM 1.90
OFD (Ours) CQT-Bell-shaped FFM 1.82
OFD (Ours) CQT-FFM 1.49
Non-OFD [17] CQT 1.35
RawGAT-ST [33] Raw-audio 1.06
AASIST [34] SincNet filter 0.83

7. Conclusion

We have proposed a data augmentation technique designed to
effectively enhance spoofing detection in real-world situations exposed
to various noises. Our FFM augmentation introduces random masking
of low-frequency or high-frequency bands, facilitating the model’s focus
on the frequency range specific to human speech signals, minimizing
interference from environmental noises. To verify the efficacy of FFM,
we conducted experiments on the ADD 2022 and ASVspoof 2019
LA datasets. FFM improved EER performance across five different
deep learning models such as LCNN, DDWS, ResMax, BC-ResMax,
and OFD. Applying FFM to the ADD 2022 dataset obtained in noisy
environments led to an approximately 50% enhancement in the EER
performance compared to the state before employing data augmenta-
ion techniques. This result indicates that FFM improves the model’s
apacity to cope with various noises and environmental conditions
ncountered in real-world scenarios.

The intriguing observation is that FFM are shown to be beneficial
not only on the noisy ADD 2022 data but also on the ASVspoof
2019 LA dataset. Particularly, the HF augmentation of FFM masking
of high-frequency bands played a more significant role in enhancing
performance. In the case of the ASVspoof 2019 LA dataset, the high-
frequency part might differ more from the training set compared to
other frequency bands, or it could be less crucial for classification
models. The performance improvement achieved through FFM aug-
mentation differs from enhancing the model’s performance by simply
increasing the quantity of training data. It is attributed to considering
the features obtained from diverse environments and implementing the
model to effectively learn these features.

Additionally, we introduced Bell-shaped FFM, a novel variant of
FFM employing continuous bell-shaped filters. It generated realistic
augmentation samples and exhibited notable performance alongside
Naive FFM. To evaluate the performance of FFM and Bell-shaped FFM
augmentations, we conducted two comparative experiments. Firstly, we
conducted experiments not only with cases where data augmentation
was not used, but also with six commonly employed data augmentation
techniques in the field of audio signal processing [10–13]. The evalua-
tion results of this experiment demonstrated that FFM and Bell-shaped
FFM exhibited significantly superior performance compared to existing
ata augmentation methods on the mentioned two datasets. Secondly,

we conducted comparative experiments on the performance of FFM by
gradually reducing the size of the training data from 100% to 10% of
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the entire dataset. The results demonstrate a consistent reduction in
verfitting and sustained performance improvements even with smaller
raining datasets.

In conclusion, the FFM and Bell-shaped FFM data augmentation
techniques proposed in our study prove to be highly effective in ro-
ustly training acoustic models for spoofing detection tasks. These
echniques are anticipated to continue contributing to the advancement
f more accurate and reliable spoofing detection systems.
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