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( Super-resolution Detection based on Deepfake Image Manipulation
Techniques and Learnable Convolutional Kernels )

(Giyun Choi, Sungbin Youn, and Jongwon Choi®)
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Abstract

In this paper, we propose a novel detection model to distinguish between original images and super-resolution (SR)
images generated by both GAN-based algorithms (e.g., SRGAN, EDSR, RCAN) and a commercial tool (TOPAZ Labs).
Previous deepfake detection studies have attempted to improve performance by leveraging frequency—-domain
characteristics or pre—trained backbone networks; however, they often suffered from limited adaptability, excelling
only on specific algorithms or datasets. To address this, we introduce a framework that extracts fine—grained, local
features of super-resolution images via learnable convolution kernels (LCKs) and leverages a ResNet-50 model
pre—trained to robustly handle various image manipulations. Our approach demonstrates exceptional detection
accuracy across diverse SR datasets, achieving a 100% success rate on all test sets. Furthermore, gradient map
visualizations reveal that the proposed model effectively focuses on critical image details, such as edges and
textures, to discriminate super-resolution images from their originals.
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Table 1. Range and Intensity of Image Augmentation

Techniques Used for Training the Deepfake

Image Manipulation Detection Model.

Augmentation Technique Range
Brightness Adjustment -0.2 ~ 0.2
Contrast Adjustment -0.2 ~ 0.2
Hue Adjustment -15 ~ 15
Saturation Adjustment -15 ~ 15
Gamma Adjustment 80 ~ 120
Augmentation Technique Range
Resizing (409, 409), (819, 819),
(1228, 1228)

JPEG Compression 80, 85, 90, 91
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Table 3. Test Dataset Accuracy (%) of the Super-Resolution
Detection Model.

ImagNet LCK +
Pretrained Manipulation
ResNet-50 ResNet-50
SRGAN 84 100
RCAN 81 100
EDSR 91.5 100
TOPAZ 99 100

Confusion Matrix - TOPAZ Confusion Matrix - SRGAN

Label
Label

Real SR Real SR
Predicted Predicted
Confusion Matrix - EDSR Confusion Matrix - RCAN

Label
Label

Real
Predicted Predicted

Real

a7 6. =06l akst BA| 2R OB ¥ =3 H
Fig. 6. Confusion Matrices by Dataset for the Super-
Resolution Detection Model.
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Detection Model (Super-Resolution).
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Table 4. Comparison of Model Accuracy (%) Measured Using Only One Kemel Type vs. Proposed Method Accuracy.

EDSR RCAN SRGAN TOPAZ
Kernel Type
SR Real SR Real SR Real SR Real
Laplacian 0.995 0.960 1.000 0.960 0.995 0.960 0.995 0.960
Curvature 0.985 0.985 0.990 0.985 0.970 0.985 0.990 0.985
Horizontal 2nd-order | ) o 0.965 0.995 0.965 0.985 0.965 1.000 0.965
Derivative

wlo LCK 0.955 0.910 0.950 0.910 0.965 0.910 0.995 0.910
All Kernels Used 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000

¥ 5 ZclolHM B7F e JHX|etE AFSSto] shEeh RHO| FaE(%) X Mot HlolEAl HetT vln MY

=

Table 5. Comparison of Model Accuracy (%) Trained on a Single Dataset Type vs. Proposed Dataset Accuracy.

EDSR RCAN SRGAN TOPAZ

Dataset Type
SR Real SR Real SR Real SR Real
w/o EDSR 0.995 0.985 0.995 0.985 0.985 0.985 1.000 0.985
w/o RCAN 0.995 0.985 1.000 0.985 0.085 0.985 1.000 0.985
w/o SRGAN 0.995 0.985 1.000 0.985 0.080 0.985 1.000 0.985
w/o TOPAZ 0.995 0.880 1.000 0.880 1.000 0.880 0.615 0.880
All Datasets Used 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
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