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ABSTRACT Internet of things (IoT) networks connect sensing devices to the Internet for tasks like tracking,
monitoring, and data analysis. However, the large data generated, especially in resource-heavy services,
challenges energy efficiency (EE) and security. The use of intelligent reflecting surfaces (IRS) in the
physical layer security of IoT devices shows promise in improving secrecy performance and EE. This
paper addresses IRS and AN-aided secure communication against eavesdroppers, where eavesdroppers are
IoT devices equipped with simultaneous wireless information and power transfer (SWIPT) using power
splitting policy. Our goal is to maximize secure EE, where the secure EE is defined as the secrecy rate
over the power consumption of the user. We aim to jointly optimize phase-shift of IRS, transmit power of
jammer and user, to maximize the objective function while ensuring that the secrecy rate is greater than the
predefined threshold while allowing the eavesdroppers to harvest energy using SWIPT. We first formulate a
joint optimization model of IRS and AN aided secure communication, which is a non-convex optimization
problem with linear and non-linear constraints. To solve this problem, we propose a deep neural network
(DNN) algorithm that utilizes a loss function derived from Lagrange duality function. The simulation results
show that the proposed DNN achieves near-global optimal solutions. In addition, the results also prove the
effectiveness of implementing IRS to enhance the secure EE of the user.

INDEX TERMS Internet of Things, IRS, artificial noise, SWIPT, secure energy efficiency, deep learning.

I. INTRODUCTION large amounts of data in various computationally inten-

With the emergence of the next-generation communications
and advancements in the Internet of Things (IoT), wirelessly-
connected smart devices and intelligent sensors are finding
increasing applications. IoT networks consist of information
sensing devices that connect to the Internet in a smart way to
communicate and exchange data. IoT networks can perform
tasks such as locating, tracking, environment monitoring,
surveillance, identifying, and analyzing sensing information
for making decisions [1]. However, such tasks produce
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sive services and applications, resulting in new challenges
related to energy efficiency (EE) and security issues [2].
Eavesdropping attacks present a formidable challenge to
the privacy aspects of Industrial IoT infrastructure and
operations [3]. As a solution, pre-shared key technique is
proposed to ensure message confidentiality, with decryption
rendered impossible in the absence of the key. Nonetheless,
advanced cryptography techniques require intensive compu-
tation and substantial power, posing challenges for resource-
constrained IoT sensors unable to handle such demands.
This leads to inefficient utilization of energy and processing
time [4].

© 2025 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
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Physical layer security (PLS), unlike cryptography, uses
the dynamics of fading channels for achieving the highest
secrecy capability without the use of encryption keys [5].
Because wireless communication is broadcast in nature, it is
highly vulnerable to security threats such as wiretapping.
To address this issue, PLS with beamforming and cooperative
cognitive radio techniques to reduce the leak of desired
signal to malicious nodes has been widely studied [6].
Artificial noise (AN) initially proposed in [7], is an effective
technique in which interfering signals are injected for
reducing eavesdropper’s signal strength while maintaining
the intended receiver’s signal strength.

Intelligent reflecting surface (IRS) has emerged as a novel
and popular paradigm to realize smart and controllable
wireless environment systems [8]. An IRS comprises many
low-cost passive reflecting elements fixed in meta-surfaces
that can be implemented in different areas such as building
exteriors and interior walls [9]. The IRS is connected to a
controller that controls the phase of each specific reflecting
element. The IRS controller is connected to external devices
such as a base station or an access point (AP). The IRS does
not require transmission via radio frequency links because
it acts as a surface for incident wireless signals. Therefore,
it has very low energy consumption and, in turn, enhanced
the EE [10]. Additionally, IRS phase-shifting can improve
the signal of the intended receiver and reduce that of the
unintended receiver’s, thus improving the security of the
intended devices. By installing an IRS in a wireless envi-
ronment and optimizing its reflection, the signals transmitted
and received at both the transmitter’s and receiver’s end
can be optimally reconfigured to achieve the highest system
performance [2]. This could critically enable addressing the
impairment and interference problems, and thereby realizes
new improvements in wireless communication capacity, EE,
and PLS.

AN-aided secure communication systems add AN to the
transmitted signal to confuse eavesdroppers. However, this
AN can degrade the quality of the intended signal received by
the legitimate receiver. By using an IRS, the reflected signal
can be controlled to enhance the intended signal and suppress
the signal received at the eavesdroppers, thereby improving
the overall performance of the system. Furthermore, the IRS
can improve communication security by reflecting the signal
toward the legitimate receiver and away from eavesdroppers
through direction control of the reflected signal. Therefore,
eavesdroppers will not be able to intercept the signal, and
the communication will remain secure. Focusing the signal
and directing it toward the legitimate receiver also reduces
the power needed for transmission and improves the spectral
efficiency.

In recent years, the heterogeneity and complexity in
network architectures have increased in recent years, making
the optimization problems progressively more complex and
challenging to solve. Machine learning, one of the most
powerful artificial intelligent tools has been widely applied
in various areas of research such as computer vision, signal
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processing, behavior analysis, search engine and speech
recognition. Machine learning shows flexibility in solving
problem such as detecting anomalies, forecasting future
scenarios, and identifying patterns that humans overlook [11].
Therefore, the application of machine learning to the next
generation wireless networks has attracted huge amount of
research attention.

Artificial neural networks with deep architecture have
provided a powerful framework for the development of
learning-based method. Deep learning algorithm typically
involve a hierarchical architecture with many layers, each
of which consists of a non-linear information processing
unit [12]. Deep neural network (DNN), which employ deep
architectures in neural networks, can represent functions with
higher complexity if the numbers of layers and units in a
single layer are increased. Given enough input datasets, deep
learning approaches can help humans to establish mapping
functions for operation convenience.

DNNs are crucial in secure communication optimization
because they can effectively solve the complex optimization
problems involved to maximize performance while ensur-
ing security. Secure communication optimization requires
finding the optimal transmission parameters such as the
transmit power and reflection coefficients of the IRS. Such
optimization problems are complex and dynamic owing to
the presence of interference, noise, and changing wireless
channel conditions. A DNN can analyze data to learn the
complex mapping between the wireless channel conditions
and the optimal transmission parameters. Once trained, it can
predict the optimal transmission parameters in real-time
based on the current channel conditions. This allows for
efficient and effective optimization, even in dynamic and
complex environments.

To highlight the differences between our work and recent
studies, key points are summarized in TABLE 1, and a
more detailed discussion is provided in Section II. Although
recent works [13], [14], [15], [16] have addressed several
key concerns related to PLS and/or IRS, the combined
study of AN, IRS, and energy harvesting in systems with
multiple eavesdroppers has not been properly investigated.
Therefore, this paper aims to improve the secure EE of the
intended user while degrading the signal of malicious users
through the use of AN to secure transmitted information.
In addition, malicious users are allowed to harvest energy
via simultaneous wireless information and power trans-
fer (SWIPT). Since malicious users may be located among the
IoT nodes, we impose constraint for target secrecy rate while
allowing the IoT nodes to harvest some energy using SWIPT.
Additionally, we introduce the implementation of IRS to
improve the PLS communication signals by effectively
controlling and manipulating the wireless environment to
meet our objective. Our main contributions are summarized
as follows:

1) We propose an IRS and AN-aided SWIPT IoT

system in the presence of eavesdroppers, where the
eavesdroppers are permitted to harvest energy without
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TABLE 1. Overview of the state-of-the-art studies.

Paper Objective Control Parameters Amf.1c1al Multiple Energ_y IRS
Noise Eves Harvesting

[13] Maximizing long-term secrecy rate | Energy harvesting timeslot and v/ X v/ X
in cognitive radio network transmit power

[14] Maximizing downlink secure EE in | Beamforming vector, jamming v v/ X v/
IRS-assisted Cell-Free Network power vector, and IRS phase-shift

[15] Maximizing weighted sum rate in | Transmit power, IRS selection, and X v/ X v/
multi-IRS scenario IRS phase-shift

[16] Maximizing downlink secure EE in | Beamforming vector and IRS X / X v/
MISO networks phase-shift

Our work | Maximizing uplink secure EE in | Transmit power, jamming power v/ / v/ v/
IoT networks vector, and IRS phase-shift

decoding the intended signal. We formulate the secure
EE maximization problem, where the secure EE is
defined as the secrecy rate over the power consumption
of the user. We aim to jointly optimize jamming power
vector, transmit power of the user, and phase-shift
of IRS, and maximize the objective function while
ensuring that eavesdroppers get to harvest some energy
without compromising the secrecy of the intended
communication.

2) We propose a learning approach namely, DNN to solve
the secure EE problem, where the input is defined as
the channel gains and phase of IRS. The loss function
is designed following the Lagrangian dual function.
Additionally, we propose an iterative approach using
gradient descent (GS) with logarithmic barrier function
as benchmark algorithm.

3) We validate the effectiveness of our approach through
numerical simulations, where the results demonstrate
an increase in secure energy efficiency when we
increase maximum power constraints and the number
of IRS units. In addition, the eavesdropper’s rate
remains consistently low, which can ensure secure
communication.

The rest of this paper is organized as follows. Section II
describes the system model and problem formulation for
secure EE maximization in IRS and AN aided secure commu-
nication. Section III explains the incremental technique for
the optimization problem, including exhaustive search (ES)
and GS algorithms. Section IV describes the proposed DNN
to optimize the transmit power and the phase-shift of IRS.
Section V elaborates the results obtained using the ES, GS,
and the proposed DNN algorithm. Finally, section VI presents
the conclusions of the study.

Il. RELATED WORKS

Various use cases of AN in wireless communications for
enhancing secrecy performance have been studied in [13],
[17], [18], and [19]. In [13], the authors studied the PLS
improvement in energy harvesting cognitive radio networks,
where deep reinforcement learning is adopted to solve the
long-term secrecy rate maximization problem. The simula-
tion results show an improvement in the secrecy rate when

63944

the maximum power and battery capacity were increased.
In [17], the authors investigated a general relay-assisted
communication system in which the source and the relay
are equipped with AN capability. The authors formulated
a sum-rate maximization problem and solved it using an
exact penalty function method with a parallel stochastic
decomposition algorithm. In [18], the authors studied a coop-
erative non-orthogonal multiple access (NOMA) network in
which a source communicates with two multiple-antenna
users by using NOMA. To tackle eavesdropping problem, the
authors incorporate AN scheme with different relay selection
techniques. In [19], the authors proposed a novel secure
channel estimation technique in which AN with full-duplex
was used to enhance the security from malicious nodes. The
simulation results showed the advantage offered by AN in
eliminating the eavesdropper’s signal.

Several previous works highlight the implementation of
IRS as a method to enhance the performance of PLS [14],
[15], [16], [20], [21]. In [14], the authors studied the max-min
secure EE problem in a cell-free network with multiple
eavesdroppers. The optimization problem was deconstructed
into two subproblems, and solved using concave-convex
and semi-definite programming approaches. The simulation
outputs demonstrated the improvement and efficacy of the
proposed scheme. In [15], the weight sumrate maximization
was studied in the multi-IRS scenario. Inspired from
computer-vision and artificial intelligence, the authors used
DNN to optimize the beamforming vector and phase-shift
of the IRS in a way to maximize the objective function.
The results illustrated minimal signal blockage of the signal
and low inference time. In [16], a secrecy EE maximization
problem in downlink multiple-input single-output (MISO)
networks was explored. The author solved the problem
using the successive convex approximation technique. The
numerical results validated the convergence of the algorithms
and show enhanced secrecy in EE. In [20], the authors
studied an IRS with Guassian-aided multiple-input multiple-
output wiretap channel. They formulated a secrecy rate
maximization problem, and solved it by using the alternative
algorithm which jointly optimizes the transmit power and
phase-shift of the IRS. In [21], the authors investigated active
and passive IRS. They formulated a weighted sum-rate of the
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Jammer ~ Evé
------ Jamming signal Useful signal - ——Eavesdropped signal

FIGURE 1. System model of IRS and artificial-noise aided secure
communication.

uplink and downlink communications, and found that the
passive IRS outperforms the active one when the number of
reflecting elements is sufficiently large, regardless of whether
the communication is downlink or uplink.

The combination of AN techniques with IRS shows
promise in improving PLS in IoT networks. However, practi-
cal challenges in real systems remain. With the covert nature
of passive eavesdroppers, it is challenging to accurately
measure and obtain the eavesdroppers’ CSI [22]. This can
hinder the performance of the AN jammer; thus degrading
the security performance of the system. Additionally, the
challenge in further enhancing existing AN and IRS systems
may relate to hardware costs, i.e., increasing the number of
antennas at the jammer, and designing high-quality material
and high-precision IRS phase-shift control [23].

Ill. SYSTEM MODEL
A. COMMUNICATION MODEL
In this system model, we consider that there are one
AP (Alice), one user (Bob), and K eavesdroppers (Eve),
where Alice and Bob are equipped with M4 antenna and a
single antenna, respectively. An IRS has a total of L reflecting
elements, and is mounted fixed on a building at height & [24].
We assume that all Eves are suspicious IoT sensor nodes
equipped with SWIPT using power splitting policy. From
the perspective of Alice and Bob, Eves are untrusted nodes
in the communication network. Therefore, to ensure covert
communication, Alice and Bob aim to suppress their signal
from Eves while allowing the signals to be sufficiently
strong for energy harvesting. However, due to the nature
of wireless signals, suppressed signals may not guarantee
complete covert communication. Therefore, an additional
jammer equipped with M; antennas is considered to send a
jamming signal to Eves. This helps to enhance the secrecy
of the communication between Alice and Bob by creating
additional interference and making it more difficult for Eves
to intercept or decode the signals.

The baseband equivalent channel from the Bob to Alice,
Bob to IRS, and Bob to Eve are denoted as hp 4 € CMax1
hp; € CEx1 and hpE, € C!*1, respectively. The baseband

VOLUME 13, 2025

signal equivalent channel from the jammer to IRS, jammer to
Alice, jammer to Eve are denoted as Gy ; € CLxM; Gja €
CMaxMs - and gy g, € CVM7 | respectively. The baseband
signal equivalent channel from the IRS to Alice and Eve
can be denoted as Hy 4 € CL*M4 and hy p, € CL*!. The
transmitted signal from Bob and the jammer are given by

x| =ps (D

xy = fa 2)
where s ~ CN(0,1) and a ~ CN/(0, 1) are independent
information and jamming signals, respectively. f € C!*Ms
and p € C'*! denote jamming vectors and Bob transmit
power, respectively. Given My = M; = M, the signal
received at Alice and Eve k are given by

VA = (hg,A + hg’I@HLA)pS

+ (g4 + & ,©0G; A)fa + ng, (3)
YE, = (thk +hg’1®H[’Ek)pS
+ (e g, + 210G, g)fa + ng, “)

where ng, ng, ~ CN (0, 002) is the complex additive white
Gaussian noise (AWGN). The signal-to-interference-plus-
noise ratio (SINR) at Alice and Eve k are given by

2
(b + b5, OH1) )
8)

YA = 3 )
’(G.[;IA + G‘I;I,I@HI,A) f‘ +02

2
‘(hB,Ek + hg, ®H1,Ek) 17)

Ve, = . (6
‘(gﬁEk + Gﬁ,@hz,Ek) f‘ +0?
For the proposed secure EE in the IRS and AN-aided
system, the achievable rate can be defined as
Rp =logy (1 4+ ya), @)
R, =log, (1 + ayEk) , (8)
where « is the power splitting ratio of Eve. From (7) and (8),
we can express the secure EE as
R4 — maxyek Rg,
tf+ P.+p
where P, is the circuit power consumption of Bob.

EE(, p,0) =

©))

B. PROBLEM FORMULATION
In this subsection, we formulate the problem of maximizing
the secure EE in an IRS and AN-aided communication
system with a secrecy rate constraint while allowing the
eavesdroppers to harvest energy to a certain threshold. The
optimization problem can be described by

max EE(f, p, 0)

f,p,0

s.t. Cl: fo+p < Piax,

C2: Ry — REk > Rsec,t ar»

C3: YE, > VEH,
C4: 0<6 <2m, (10)
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where Ry 1qr 15 the threshold for the target secrecy rate; and
yey 1s the minimum SINR for Eve to be able to harvest
energy. Notably, the term C1 is the power constraint that
limits the total transmit power of Bob and jammer to be less
than or equal to maximum allowable transmit power P,y .
C2 means that the secrecy rate must be greater or equal to
the requirement. C3 allows the SINR of Eavesdropper k to
be greater than or equal to the minimum energy harvesting
threshold. We can notice that the proposed objective function
formulated in (10) is a non-convex problem with non linear
constraints, making it hard to find a closed-form solution
for the optimal transmit power (f, p) and phase-shift of
IRS 6. Therefore, as an alternative method of obtaining the
solution of (10), we developed a learning-based approach
namely, DNN. In this approach, we train the DNN to learn and
approximate the optimal strategy for achieving the secrecy
rate in an IRS and AN-aided communication system.

IV. OPTIMIZATION-BASED ITERATIVE METHOD

We explain the application of ES and GS, combined with a
constraining factor, to determine the best global and local
parameter values for f, p, and 6.

A. EXHAUSTIVE SEARCH

The ES algorithm is a commonly employed approach for
locating the optimal solution in optimization problems. While
it is a straightforward method, its costs escalate as problem
complexity increases. This method reviews all potential
options, taking into consideration control parameters such as
f, p, and 6, to enhance the objective function while staying
within set constraints.

Since implementing the ES incurs significant compu-
tational complexity, especially when the number of IRS
element increases. We use the search algorithm called Glob-
alSearch in Matlab to find the global solution of the proposed
secure EE problem. GlobalSearch uses a scatter-search
mechanism for generating start points. MultiStart uses
uniformly distributed start points within bounds, or user-
supplied start points. GlobalSearch analyzes start points and
rejects those points that are unlikely to improve the best local
minimum found so far. MultiStart runs all start points (or,
optionally, all start points that are feasible with respect to
bounds or inequality constraints).

B. GRADIENT SEARCH

GS, or gradient descent/ascent, is an incremental method
for finding local minima/maxima by following the gradient.
To handle constraints, we introduce a barrier and use a
logarithmic barrier method as a penalty with a parameter
t > 0, leading to a modified objective function as follows:

U(t,p.0) = EE(f,p,0) + f(f, p, 0), (11)

where the penalty term is
N

fEp,0)= ; ; |:1n(Pmax - fo—P) + In2w — 0)

63946

Algorithm 1 Gradient Search Algorithm

initialize p, , 8 in feasible region
set 01, 12, 3 and €

repeat
iU
Pnew = Pold + 11 X )
s IS U
frew = forg + 12 % TE
0 0 aU
Onew = Ooia + n3 X 96
until |U,e, — Upla| < €

4+ In(®) 4+ In(R4 — REk - Rsec,tar)

+ In(p) + In(F7f) + In(ygy — yEk)]. (12)

V. PROPOSED DNN STRUCTURE

Deep learning has proven to be an effective tool for
tackling complex, nonconvex optimization challenges in
wireless communication systems. This success comes from
the universal approximation theorem, which enables DNN to
closely approximate optimal solution sets. Researches have
demonstrated that deep learning-based methods can achieve
performance levels very close to optimal while substantially
decreasing computational demands [25], [26].

In this section, we introduce the DNN algorithm designed
to predict the optimal solution for the problem described in
equation (10). For the training of the proposed DNN structure,
we use an unsupervised learning-based training, i.e., the
optimal solutions are not provided as label data. The DNN is
trained with the goal of minimizing the loss function, which
is derived through the utilization of the Lagrange duality
technique. Given that our optimization problem involves
constraints, we incorporate the Lagrangian to encompass all
the constraints in (10) within the loss function. This strategic
approach allows for the incorporation of the constraints
during the optimization of the DNN. The details of the
loss function formulated in the form of Lagrangian will be
described later in (17).

In this structure, we set the number of hidden layers
to S. Each node in each layer is fully connected to the
preceding layer. Fig. 2 provides a visual representation
of the proposed DNN model where sigmoid function is
the activation function. In practice, the wireless channel
experiences significant dynamics due to the exponentially
decreasing channel gain with distance, which can negatively
affect the training of the DNN structure. To address this, the
DNN takes input data where the channel gain is normalized
to a mean of zero and a variance of one using batch
normalization, ensuring stable convergence during network
training [27]. The input data is given as

X = N (reshape({hlf shg 4}, (W hp 1}, (HE (H 4},
(g gra) (g 1871} (G 4Gy al,
(G, G5} {©Y)), (13)
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FIGURE 2. Proposed DNN structure.

where N (.) is the normalization function, respectively. Since
each channel matrix has a different dimension, the input is
reshaped (flattened and concatenated) from the matrix A €
R*/ to a column vector A € R, where QO =1 x1J,
and / and J represent the number of rows and columns,
respectively. The s-th hidden layer is configured with a node
count of k which corresponds to the size of the reshaped
vector A representing all the channel gains and phase of IRS.
Using the input vector, Y € R!*€ is computed within the
nodes of the initial layer, which can be represented as

D =SswOz), (14)

Here, S(.) denotes the sigmoid function, defined as ﬁ,
and the weight linked with the initial hidden layer is
represented as W, Due to the activation of the sigmoid
function in each layer, the DNN output spans a range
from zero to one. Consequently, it is necessary to create a
correlation of the DNN output and the transmit power. The
correlation for the transmit power and phase-shift based on
DNN output is described as

_ (s) . (s)
P = (1= Yjusrarsa) Prin + Vg 121 Pmars (15

(5)
6 =2m X VM A3:M+L+4]" (16)

The transmit power in equation (15) must consistently
adhere to the power constraint inequality since y*) falls within
the range of the sigmoid function output. The same applies
to the phase-shift of the IRS. For phase-shift of IRS, because
the phase range is & € [0,27], we multiply the output
from the sigmoid function with 2 directly as shown in (16).
For adjusting the neural network’s weight, we employ the
back-propagation technique, known for its effectiveness in
minimizing errors. In our study, the loss function is defined
as follows

L&, p, 0, N\ v, k, 1)

N
= _EE+)‘(p+Zf_Pmax)
i=1
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A
? Parameter

update

L
+ D il — 27) + k(R + Rycc.tar — Ra)
i=1
+ ©(VE, — VER), (17)

where A, v, « and t are the multipliers, where X is a normal-
ized reshaped vector. In our proposed DNN, the loss function
is formulated to ensure that its value increases proportionally
when any of the constraints C1-C4 are violated. This is
achieved by incorporating penalty terms that reflect the
degree of violation of each constraint as written in (17).
As a result, when a violation occurs, the corresponding
penalty term (i.e., A, v, x, T) amplifies the value of the loss
function. This mechanism signals the DNN to adjust its
weight parameters through backpropagation and guides the
model to satisfy the constraints while minimizing the loss
function (maximizing the objective function). This structured
approach ensures that the DNN not only maximizes the
secure EE but also adheres to the specified constraints C1-C4.
The function for updating weights is established by deriving
the loss function concerning the transmit power for the
jammer, Bob, and the phase-shift for the IRS, which is
given by ViL(f,p,0, A\, v,k,7),V,L(f,p,0,\,v,k,7) and
VoL, p, 0, A\, v, k, T), respectively. The update procedures
are iterated as follows:

Z(SH) ViL(£, p, 0, \, v, Kk, T),

2(s+1
l[(lt;_+i:M+2] = V,L(f, p,0, A\, v, Kk, T),

F(s+1
I s sa = VoL(E p.0. X v, k., 7).,

F(s+1) _
l[M+L+5:2M+L+6] =Pp + Z f— anx,
i=1

7Gs+1) _ 0.
lomtrsrom40)48) = 00 — 27
F(s+1) _
lowr+r)+920+1)+10) = REC + Rsec.rar — Ra,
7(s+1)
Loy 1120 +L)+12] = VE — VEH - (18)
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The update process for the output layer’s weight unit is as
follows

Wit ppe+D ﬂdnnS(s)j(sH)- (19)

In this context, ng,, symbolizes the learning step, starting at
the layer s and spanning to the input layer. Consequently, the
cost function for the s-th hidden layer can be formulated as
follows:

‘l'(s+1) _ S(s)(] _ S(S))V_['/(s+l)7(5+1)‘ (20)

Here, we discuss in more detail how the proposed DNN is
trained, validated and inferred. The proposed DNN is trained
using an unsupervised learning approach, where the optimal
values for transmit power, jamming power vector, and IRS
phase-shift are independently determined during the training
process without relying on labeled data. From (17), the value
of the loss function decreases as the secure EE of the system
increases while the constraints for transmit power, phase-
shift of IRS, secrecy rate requirement and energy harvesting
are satisfied. To approximate the optimal solution of (10),
the DNN parameters undergo adjustments throughout the
training phase to maximize secure EE while ensuring that
C1-C4 are met. Additionally, validation is performed during
training using 10% of the generated data comprising channel
gains and IRS phase shifts, which is separated from the
entire dataset. Once training is finished, the transmit power,
the jamming power vector, and the IRS phase-shift can be
determined by entering the normalized reshaped channel
gains and IRS phase-shift as given in (13), into the trained
DNN model during the inference stage. In particular, the
channel gains and IRS phase-shift are measured by every
node (jammer, Alice, Bob, Eves, and IRS controller) and
sent to a central controller through the control channel. The
central controller utilizes the collected inputs (channel state
information and IRS phase-shift) and the trained DNN model
to decide on the transmit power, jamming power vector, and
IRS phase-shift. The determined transmit power, jamming
power vector and IRS phase-shift are transmitted via control
channel to Bob, jammer, and IRS controller, respectively.

With the fixed output dimension of the DNN, the changes
in the number of users, eavesdroppers, or reflecting elements
would also require retraining of the network. Although
retraining may require extra time, only the inference process
occurs during the implementation stage, which requires min-
imal computation time due to the DNN structure involving
simple matrix calculations and functions (i.e., forward pass).
Therefore, the extended training time is unlikely to interfere
with real-time operation in a dynamic IoT environment.

VI. RESULTS AND DISCUSSION

In this section, we numerically evaluate the performance of
the proposed algorithm. For simulation runs, we set the loca-
tion of Alice, Bob, IRS, and jammer as (0,5,20), (100,0,1.8),
(80,-20,10) and (50,25,20), respectively. We deploy the
eavesdroppers in randomly determined location around Bob
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Algorithm 2 Proposed DNN Algorithm

Initialize weights using Xavier initialization in [28].
Reshape the input into one column, and normalize it with
zero mean and unit variance.
Initialize the Tolerance and learning rate.
repeat
Compute the output of all hidden layers along with
DNN output using (14).
Compute the mapping relation of the normalized power
and phase-shift as in (15) and (16), respectively.
fix the parameters into loss function (17).
Update the weight of neural network as in (19)
Calculate error as in (20).
until |L,,.,, — L,4| < Tolerance

4
z
IRS
(80,-20,10)
///
i d
Alice "1

(0,520) |
|
} Q Jammer }
i (50,25,20) !
|
} e Eve
| ,
I
]
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FIGURE 3. Node deployment diagram.

TABLE 2. Simulation parameters.

Parameter Symbol Value
Maximum transmit power Pax 10,12,14,...,28 dBm
Minimum power Pin 0 dBm
Number of Eve K 2
Number of IRS elements L 6,12,20,30,40,50
Power splitting ratio « 0.5
Noise power o2 -95 dBm
Number of jammer antenna M 4
Circuit power consumption P. 23 dBm [29]
Learning rate in GS 71, M2, M3 10~4 [30]
Learning rate in DNN Ndnn 3 x 1074 [31]
Minimum energy harvesting threshold YEH -5dB [32]
Required secrecy rate Rsec,tar 5 bps/Hz

within a 10m radius. Fig. 3 shows the detail of deployment-
related parameters. We set the default number of IRS
elements in the simulation to 6. The pathloss exponents for
IRS-Alice, IRS-Eve, Bob-Eve, Bob-IRS and Bob-Alice are
defined as 2.2,2.2,2.5, 2.5, and 3.5, respectively. Table 2 lists
additional details of the simulation parameters.

We evaluate the performances of GS and ES, for
comparison with the proposed algorithm. To evaluate the
effectiveness of the ES algorithm, the quantization rate
of p,f and 6 are configured as 10°. For GS, we newly
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initialize all the parameters such as controlling parameters,
location of Eves, and fading channels for every epoch.
We update transmit power, jamming power vector and IRS
phase-shift using Algorithm 1 until convergence. Then,
we average the solutions for 600 simulation settings for each
maximum power constraint and the number of reflecting
element. The simulation setup for ES is also applied in a
similar way. Concerning the GS algorithm, we configure the
regularization factor ¢ to 102, The error threshold € is set
to 107*. The GS learning rate is setas n; = 7, = n3 = 1074,
chosen for its stability in ensuring optimization of control
parameters like IRS phase-shift, jamming power vector, and
transmit power. For the proposed DNN, we set the learning
rate and its tolerance as 7z, = 3 X 10~* and 1074,
respectively. For the dataset, the input for DNN consists of
the channel gain of Bob-Alice, Bob-IRS, IRS-Alice, Jammer-
Alice, Jammer-IRS, IRS-Alice, IRS-Eve and IRS phase-
shift ie. {hf hpa}, (b hg;). (HY H;a). (g 2sa).
{gﬁ,gJJ}, {Gf{AGLA}, {Gi{Ek G1.E ), {©}. To get the dataset,
we generated each unique set by randomly varying the
Eves’ location and setting the IRS phase-shift. We collect
this dataset for 10° sets, where majority of the dataset,
specifically 90% of the total, were allocated for training. The
remaining 10% of the samples were set aside to assess the
performance of the proposed DNN after it had been trained.

Fig. 4 shows the EE with various maximum power
constraint. It is noticeable that the EE shows an increasing
trend as the maximum power limit increases. The proposed
method performs very close to the global optimal around
lower maximum transmit power limits, and further stays near
the upper bound for higher maximum power limit. In term
of EE, GS shows lower performance than that of DNN for
all maximum power limits. At around Py, = 24 dBm, the
EE becomes stable, and the effect of power increase becomes
marginal. Fig. 5 shows the secrecy rate and Eve’s rate in
terms of the maximum power. With all three algorithms, Eve’s
rate is very low compared to secrecy rate. As the maximum
power increases, Eve’s rate also increases. However, the
increase in Eve’s rate is still significantly low for the proposed
method compared to that of the GS. We can see the DNN
achieves similar result to the ES in lower power constraints
at Ppge = 10, 12 dBm. This is because the power being
transmitted from Bob to Alice is relatively low, making it hard
for Eve to eavesdrop the signal. With the increase in power
constraint the Eve’s rate increases gradually, but remains
relatively low compared to the secrecy rate, thus verifying the
energy harvesting constraint in C3 of (10).

In addition, we compare the EE obtained using the
GS, ES and DNN algorithms with various number of
reflecting elements of IRS and the maximum power limit
of Pyax = 28 dBm. As illustrated in Fig. 6, the EE increases
for all algorithms as we increase the number of reflecting
elements. We can see the DNN outperforms GS while staying
relatively near the global optimal for all the number of
reflecting element. We can also verify that EE is enhanced
considerably when the number of reflecting elements is from
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FIGURE 5. Rate vs. maximum power.

around 5 to 30. The EE gradually becomes saturated as the
number of reflecting elements is increased further.

Fig. 7 shows the achievable secrecy rate and Eve’s rate.
The secrecy rate obtained using DNN is close to the upper
bound solution compared to obtaining using GS. Eve’s rate
of DNN is also much lower than that of GS, which shows
that IRS results in a larger performance gain in the system as
L increases.

Fig. 8 illustrates a numerical result of received AN levels
with varying number of reflecting elements. Most notably, the
proposed DNN demonstrates better performance than GS in
terms of AN reception at Eve and Bob, performing closely to
the optimal solution of the ES. Additionally, DNN maintains
a consistent gap of approximately 25-30 dBm throughout
the increasing number of IRS elements while GS remains at
around 15 dBm gap. GS approach exhibits the highest AN
reception levels at roughly -34 dBm for Bob and the lowest
AN reception levels for Eve at around -22 dBm. Particularly,
DNN approach shows marked improvement as the number
of reflecting elements increases, with AN levels dropping
from around -38 dBm to nearly -45 dBm. Even though the
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AN reception at Eves remains largely unchanged throughout
the increasing the number of IRS elements, it decreases
slightly at Bob. This is primarily due to the close proximity
of Eves to Bob, which causes the AN signals directed toward
Eves to create some level of interference, partially affecting
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Bob’s channel. This indicates that increasing the number of
IRS elements can mitigate the AN received by Bob while
maintaining a steady level of AN at Eves.

VII. CONCLUSION

In this study, we investigate the application of IRS in the
PLS of IoT devices in the aim to enhance the secure EE.
We proposed a secure EE maximization problem by jointly
considering the phase-shift of IRS, and the transmit powers
of the jammer and user with the energy harvesting constraint.
To find the optimal phase-shift and transmit power of both the
jammer and user, we formulated a non-convex optimization
problem with linear and non-linear constraints. We used the
DNN algorithm to find a solution for this problem. The loss
function of the DNN algorithm was formulated based on
the Lagrange duality function, which was then minimized
during the training process. We compared the performances
of two suboptimal algorithms, namely GS and DNN, with that
of ES, which can be considered as the global optimal. The
simulation results show that the proposed DNN algorithm
performs better than that of the GS in terms of the maximum
power constraint and the number of reflection element of
IRS, while ensuring sufficient rate of eavesdroppers for
energy harvesting. The results highlight the necessity of
implementing IRS to improve secure EE.

In future work, we plan to combine the DNN approach
with successive convex approximation (SCA) to solve the
secure EE problem in multi-IRS systems by using the DNN
to initialize the SCA starting point.
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