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ARTICLE INFO ABSTRACT

Key words: Fraud is one of the most common crimes experienced by older adults in the UK and compared to younger
Fraud ) generations, has disproportionate impact. It is becoming an increasingly critical public policy issue. However,
Prevention there has been very little research evaluating what works in fraud prevention. This paper provides a unique
‘?\}S:tr jvi‘r‘]l:: insight into what works in preventing scams against the elderly population. Using both interviews (n = 17) and a

survey (n = 334) to collect the perceptions of experts, the research rates the effectiveness of prevention methods
organised into a taxonomy of four strategic themes: digital technology interventions, education, third-party
control, and partnerships. Based on the experts’ perceptions, the most effective methods are digital technolo-
gies that block scam communications, interventions by trained bank and care professionals, high specificity
education, and coordinated partnerships to deliver prevention strategies. As well as actionable insights, the paper
offers recommendations for further research.

1. Introduction

Fraud has become the most common crime against individuals in the
UK, accounting for nearly 40% of all crime (ONS, 2023). Most of these
frauds are scams perpetrated online with an international dimension and
using a wide range of methods, which makes the police response very
challenging (Cross, 2020; Home Office, 2023; Lazarus, 2024; Lazarus
et al., 2023). In this context, the most effective solution to tackle the
problem of fraud is prevention. However, compared to traditional
crimes there is a lack of awareness of what tools exist to prevent fraud
and, importantly, even less evidence of what actually works (Button
etal., 2023b; Prenzler, 2020; Sherman et al., 1998). Indeed, there is very
little high-quality research on what works in combatting fraud gener-
ally. To illustrate this, consider the respected Arizona State University
(ASU) (n.d.) database of studies on situational crime prevention that
work based upon the highest quality evaluation methodologies. For
fraud there are only seven studies in total listed: three of which cover
plastic card fraud and cheque forgery, one related to welfare fraud, two
on commercial fraud against retailers and one on phonebooth fraud —
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with none related to scams in general or against older adults. Juxtapose
that to burglary where 46 studies were listed (ASU Center for Problem
Orientated Policing, n.d.). This illustrates the clear gap in research on
what works in preventing fraud.

Although older adults are often perceived as more vulnerable to
fraud (Burnes et al., 2017), they have historically been the least victi-
mised age group in the UK (ONS, 2020). However, recent data indicates
that victimisation rates in the over 65 y group is increasing, driven in
part by an increasing level of online engagement (ONS, 2021, 2023).
Furthermore, older adults often suffer much greater financial and
emotional impacts (Burnes et al., 2017; Button et al., 2024b; 2025).
Preventing fraud against older adults is therefore an increasingly
important issue for public policy, the police and the wider prevention
community. Some research has been conducted to identify prevention
methods (for example, Wilson et al., 2024), but there is little evidence
that they are effective (Button et al., 2024c).

Ideally there would be a significant stream of funding to evaluate
what works in preventing fraud such that this paper would be presenting
findings from an evaluation rooted in rigorous scientific methodologies

Received 6 November 2025; Received in revised form 3 March 2026; Accepted 4 March 2026

Available online 22 March 2026

2949-7914/© 2026 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).


https://orcid.org/0000-0002-4169-2619
https://orcid.org/0000-0002-4169-2619
https://orcid.org/0000-0002-0794-8182
https://orcid.org/0000-0002-0794-8182
https://orcid.org/0000-0003-4140-4848
https://orcid.org/0000-0003-4140-4848
https://orcid.org/0000-0001-9116-1421
https://orcid.org/0000-0001-9116-1421
mailto:mark.button@port.ac.uk
www.sciencedirect.com/science/journal/29497914
https://www.journals.elsevier.com/journal-of-economic-criminology
https://doi.org/10.1016/j.jeconc.2026.100213
https://doi.org/10.1016/j.jeconc.2026.100213
http://creativecommons.org/licenses/by/4.0/

M. Button et al.

that use randomised control experiments. Sadly, such funding and
research does not exist at present. Practitioners still need leads on what
might work to best prioritise their resources. In the absence of such
evidence this paper uses lesser quality evidence to provide some insights
on what works. It provides evidence of the most effective methods to
prevent scams against older adults based upon the perceptions of pro-
fessionals who deal with this problem. Building upon the work of Button
et al. (2024c), who mapped methods commonly used to prevent fraud
against older adults, the present study used a survey and interviews with
professionals to generate evidence on what they considered the most
effective prevention methods. The methodological design is not at the
standard of a Maryland/Sherman intervention evaluation (Sherman
et al., 1998); nevertheless, it provides important insights for pro-
fessionals and policymakers with responsibility for preventing fraud on
what best to do. The central research question of this study can therefore
be identified as:

e In absence of high-quality evidence of what works in preventing
fraud against older adults what can we learn from experts and their
experience in tackling these problems in what they believe is most
effective?

This paper begins with a brief review of the scholarship relating to
fraud victimisation and prevention. It subsequently describes the
research methods, introduces the findings organised into a taxonomical
framework and then discusses the implications with some actionable
insights and recommendations for further research.

2. Fraud, older adults and prevention

Frauds against older adults have become a significant problem in
many jurisdictions (Cross, 2021; DeLiema et al., 2020a; Global
Anti-Scam Alliance, 2025; Kemp and Erades Pérez, 2023; Kim et al.,
2025). England and Wales are one of the few countries that conducts a
regular largescale victimisation study that includes questions on fraud.
In recent years, older adults in England and Wales have become more
likely to become victims of fraud. Fig. 1 reproduces the fraud victim-
isation rates across a range of age categories from 2019 to 2023 from the
Crime Survey of England and Wales (ONS, 2023). Victimisation rates
increased across all age categories during the pandemic but, excluding
that period, have remained relatively stable except for the older age
group (65 y and over), where the rates have increased to about 5%.

Compared to younger generations, fraud tends to have a greater
impact on older adults (Button et al., 2025). Button et al. (2024c) found
that the average loss to a fraud in the 18-24 y age group (£2052) is a
fraction of the losses in the 65-74 y (£10,231) and 75 y + (£13,112) age
groups. Fraud can also cause fear, lead to physical and mental health
problems, change behaviours negatively and even lead to suicide (Bailey
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Fig. 1. Percentage of age groups victims of fraud. Note: data from
ONS (2023).

Journal of Economic Criminology 12 (2026) 100213

et al., 2021; Button et al., 2014, 2021, 2024a and b; 2025; Cross, 2016;
Deliema et al., 2020a and b). Preventing fraud against the older age
group is, therefore, an increasingly critical public policy issue.

There have been only a few studies that have explored the effec-
tiveness of methods that prevent fraud against organisations and in-
dividuals, and they typically bemoan the lack of quality evidence
(Button et al., 2023; Prenzler, 2020). The few studies offering some
evidence in support of effectiveness focus on specific prevention
methods; they can be organised into three categories: education, tech-
nology tools, and third-party intervention.

2.1. Education

A range of studies have been conducted into strengthening the
resilience of individuals to scams by raising awareness and self-
protection through educational campaigns and training. Several exper-
imental studies suggest that educational methods do reduce individuals’
susceptibility scams (AARP, 2003; Burke et al., 2022; DeLiema et al.,
2025; Kubilay et al., 2023; Scheibe et al., 2014). Whilst the experimental
and statistical nature of these studies is persuasive, they are based on
artificial conditions using a specific type of mock scam, very short videos
or interactive training, or very brief scam warnings. Consequently, the
extent to which the results reflect the real world is questionable. Indeed,
experimental findings conflict with the results of real-world research.
With access to real-world data in a Danish bank, Jensen et al. (2024)
found that brief scam warnings had no effect on victimisation. Similarly,
Smith and Akman (2008) monitored the results of an anti-scam
campaign in Australia and New Zealand and found that it failed to
impact on victimisation rate.

Button et al. (2024a) pursued a different approach, giving voice
specifically to older persons through interviews and a survey to give
their views on what works for them. They found that, although some
older adults become more aware of scams and prevention techniques
through multi-media campaigns, the best way to educate and support
them is through family, friends or trusted others. The study did not
empirically investigate the impact of education.

2.2. Technology tools

The limited literature on the use of technology to detect scams pri-
marily focuses on technical efficacy. For example, Hong et al. (2023) and
Derakhshan et al. (2021) propose machine learning techniques that
detect scam calls with between 85% and 93% accuracy. One study
examined the real-world impact of a proprietary product for blocking
spam calls and landlines, trueCall Secure, which is specifically designed
for older adults (Rosenorn-Lanng and Corbin-Clarke, 2020). They found
that the percentage of users who received at least one scam or nuisance
call over a six month period fell from 94% to 8%.

2.3. Third-party intervention

Studies have shown that third-party interventions can be successful
in disrupting scams by either warning people that they are victims of
ongoing scams or by preventing scams at the moment of transaction.
Mills et al. (2012) ran a small field trial with healthcare professionals in
the US. Following the provision of vulnerability training, 24 out of 35
professionals reported the identification of 25 patients they felt were
vulnerable to elder financial abuse. Although this trial is too small to be
convincing and it had no impact on crime reduction, it does point to the
merits of social interventions.

A far more convincing study drew on data from Operation Sunbird in
Australia. The police operation used financial intelligence to disrupt
ongoing transnational scams. It focused on money transfers to West

! trueCall Secure https://www.truecall.co.uk/category-s/117.htm
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Africa, identified suspicious completed bank transactions and contacted
the account holders to warn them that they were likely victims of
advance fee or romance fraud; 82% subsequently stopped transferring
money (Cross, 2016). The BankSafe programme run by the AARP Public
Policy Institute in the US protects elderly people by focusing the locus of
control at the moment of transaction.” The programme trains bank staff
to spot signs of elder financial abuse and actively intervene. A large field
study conducted with financial institutions in 2018 measured the
impact: fraud detection increased fivefold, and the money saved
increased by a factor of 16 (AARP, 2019).

Beyond this limited scholarship, there is very little robust evidence to
guide the selection of methods, strategies or public policy for protecting
older adults against the scam threat. The purpose of the present study is
twofold. Firstly, based on the collective perceptions of experts, it aims to
provide evidence of the effectiveness of a range of methods for pre-
venting fraud against elderly persons organised into a taxonomical
framework. Secondly, it provides an agenda for prioritising further
research and robust testing.

3. Methods

The growing problem of scams in general and in-particular against
older adults requires action, but there is not an evidence-base of high-
quality evaluation to guide such responses. In the absence of that a
useful strategy is to seek the opinions of those that use different tools and
strategies. They will at least have a feel of what might be impacting on
the problem they are dealing with. It is a quick and alternative means to
gather evidence on what might work, which can be used not just by
practitioners but also future researchers in prioritising high-quality
evaluations. We do not claim the results of this research are equiva-
lent to Maryland ranked studies, but the evidence offered is better than
no evidence. There are clear limitations to such approaches as illustrated
by Tetlock and Gardner (2016) who exposed political experts’ ineffec-
tiveness in predicting the future — something we must note is different
from reflecting on something they have experience of using and whether
it has an impact.

The research strategy is therefore based on experts’ perceptions of
effectiveness as opposed to directly measuring the causal impact of in-
terventions. Whilst experimental methods using fabricated conditions
yield statistically sound results, they have to be viewed with caution (for
example, Burke et al., 2022; DeLiema et al., 2025; Kubilay et al., 2023;
Scheibe et al., 2014). Large field studies are robust but require signifi-
cant resourcing and collaboration. Furthermore, both of these ap-
proaches are inevitably limited with respect to the range of scam types
and prevention methods that they can practically accommodate, typi-
cally one type and one method.

In contrast, an analysis of perception allows the inclusion of a broad
range of prevention methods. This aids the consideration of broader
strategies and public policy in the short term. It also helps inform the
selection of methods for targeted further testing, ideally by real-world
field trials. The research strategy involved three data collection ele-
ments. First, a literature review of both academic and other sources was
undertaken to identify a broad range of methods used to prevent fraud
against older adults. The identified methods informed the subsequent
data collection phase, which was completed during 2022-24.

Second, 17 interviews were conducted with professionals working in
the police, government bodies, NGOs and companies offering prevention
services (Appendix A). The majority (15) of the interviewees were based
in the UK with one from the USA and another from South Korea. The
interviews were mostly conducted via Zoom, recorded and transcribed.
They provided a rich insight into the participants’ views of the pre-
vention methods.

To provide a quantitative insight into effectiveness, the third element

2 AARP BankSafe https://www.aarp.org/pri/initiatives/banksafe/
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was a survey of 334 professionals working in this field (Appendix B). The
survey invitations were distributed through the authors’ extensive pro-
fessional networks on LinkedIn, the contact list of the [anonymised],
which contains over 3000 individuals working in counter fraud, and to
key individuals for distribution within their own networks. The largest
group of respondents were local government Trading Standards Officers,
accounting for 18% of the sample. Employees of the national govern-
ment and the police were also well represented. The UK is over-
represented at 75% of the sample. A quarter of the respondents were
spread across 21 nations: Australia, Belgium, Bulgaria, Canada, Estonia,
Germany, Hungary, Italy, Lithuania, Malta, Nigeria, Netherlands, Nor-
way, Poland, Seychelles, Singapore, South Korea, Spain, UAE, USA and
Venezuela.

The nature of the sample framework means there are limitations to
the generalisability of the findings. It is nevertheless a substantial
sample of experts offering important views on what works in preventing
fraud against older adults. The research achieved ethical approval from
[anonymised] (number #) prior to commencement and all participants
provided their consent to participate.

4. Findings

The research of Button et al. (2024c¢) identified dozens of different
strategies and products which are used to prevent frauds against older
adults. To provide more coherence to this they divided them into the
following key areas: traditional crime prevention, such as physical
products like spyholes, awareness campaigns etc; crime prevention
rooted in modern technology, such as call-blockers; crime prevention
rooted in technologies associated with the Fourth Industrial Revolution
such as apps using artificial intelligence etc; and partnerships. To make
these distinct groups more manageable for this research the research
findings are organised taxonomically into six strategic groups drawn
from the taxonomy above: 1. physical methods, 2. disrupting commu-
nication, 3. education programmes, 4. personal prevention, 5.
third-party controls, and 6. the police and criminal justice system. The
questionnaire asked respondents to rate a wide range of prevention
methods on a scale of 1-5, where (1) is not very effective, (2) is inef-
fective, (3) is neutral, (4) is effective and (5) is very effective. The results
were subsequently collapsed into two categories: effective (effective or
very effective) and ineffective/neutral (not very effective, ineffective or
neutral). The analysis of effectiveness is therefore based on the collective
view of the respondents, the proportion who perceive each method as
effective (Tables 4-8).

4.1. Physical methods

Physical measures are frequently advocated for defending against in-
person doorstep scams and rogue traders (Neighbourhood Watch, n.d.).
Table 1 sets out the respondents’ views of the effectiveness of five
methods. Of these, only video doorbells rate highly, scoring 75%. The
collective view of the other four methods is that they are much less
effective. This is also reflected in the interviews.

“Stickers and things like that, I know to be frank, if they’re prepared
to go and scam somebody at the door, I’'m not sure what a, you know,

Table 1
Physical methods.

Physical method % effective

Video doorbells 75%
Postal block 54%
Personal alarms 40%
Spyholes 38%
No cold caller stickers/signs 27%
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cold caller... That will dissuade the honest person as a cold caller, but
it won’t dissuade a scammer.” (Ted, Police Officer)

4.2. Disrupting communication

The survey respondents were presented with a variety of technology
tools to disrupt communications and transactions between fraudsters
and victims. Most of the methods are rated highly at 70% and above
(Table 2): real-time transaction alerts, such as text warnings from banks
about suspicious transactions or alerts immediately prior to executing a
transaction, spam detection, telephone call blockers, call warning apps
that signal suspected scams and spam, and anti-virus tools.

Although prior research into call blockers has been positive
(Rosenorn-Lanng and Corbin-Clarke, 2020) and these tools were rated
high in our survey, the views of the interviewees were mixed.

“I'm not entirely sure that they (call blockers) continue to be as
effective. And they’re all landline based, so, you know, a lot of this is
now mobile phone based. .... So, I'm just not sure that’s going in the
right direction.” (Ted, Police Officer)

It seems that Ted is unaware that call blockers are available for
mobile phones, which suggests that some experts are not keeping
abreast of emerging technologies. An NGO worker noted the mental
health benefits to many older adults of reducing the number of nuisance
calls, but was unsure about the effectiveness of call blockers in pre-
venting scams.

“But I think that has been quite effective from...particularly from a
kind of like mental health perspective for some of those clients who
are receiving a lot of nuisance calls. But obviously, we can't say for
sure whether they prevented a fraud but it would indicate that that is
the case as well.” (Kirstie, NGO)

In contrast, Dickie (US NGO) and Kim (South Korean police) felt that
technology apps such as Nomorobo® and Konan Citizen" are effective.
Nomorobo is a mobile app that blocks spam calls and texts. Konan Cit-
izen is similar to anti-malware software with a broader range of func-
tions: it automatically detects and disrupts malware and malicious
activity, intervenes in scam calls and blocks transactions. The implica-
tion is that the effectiveness of technology solutions depends on their
specific application, landline or mobile telephones, and the breadth of
their functionality: mobile apps with an integrated suite of defensive
functions are likely to be more effective than those, such as call-blockers,
that perform a single task.

4.3. Education programmes

Fraud awareness and prevention education programmes are common
strategies. However, most of these methods were not highly regarded in
the survey (Table 3). The best methods involve specificity: targeted
fraud alerts designed for specific age group (77%), targeted awareness

Table 2
Technology tools for disrupting communication.

Technology method % effective

Transaction alerts 78%
Spam detection 75%
Telephone call blockers 74%
Call warning app 70%
Anti-virus 70%
Caller identification 55%
Malicious app tool 53%

3 Nomorobo https://www.nomorobo.com/
4 Konan Citizen https://konan-citizen.en.uptodown.com/android
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Table 3
Effectiveness of fraud awareness and prevention education programmes.

Method % effective
Targeted fraud alerts — designed for older adults 77%
Targeted awareness campaigns — highlight specific scams 77%
One-to-one training 73%
Scam training (group) 67%
Presentations 63%
Cyber-training 63%
General awareness campaigns 57%
Broadcast fraud alerts — general 53%
Scam awareness tests + advice 46%
Leaflets 38%
Phishing awareness tests + advice 37%
Websites (general information and advice) 25%

campaigns that specifically highlight an emerging scam type, and very
specific one-to-one training (73%). Broader educational programmes,
such as group training, presentations, general awareness and leaflets
were not well-regarded.

The experts are also clearly sceptical about the value of scams and
phishing awareness testing. Similar to penetration tests, individuals’
responses to fake attacks are tested and advise is given to those who fail.
These methods are controversial with several participants from the UK
actually opposing them on ethical grounds:

“It’s not something we have ever done and I'm not sure it would
really sit with my values.” (Ted, Police Officer)

“I don’t like it because I think it makes people feel stupid. It’s been
used before .... and I think that perpetuates the blame and the shame,
and the effects of it.” (Laura, Trading Standards Officer)

The main implication of the survey results is that the specificity of
educational programmes is an important consideration. This finding is
supported by the interview data. Anne noted the need to use multiple
channels to access older adults with specific messages.

“Awareness, awareness, all the time, in every opportunity we get.
Other than the bulletins that go out, it's a case of whenever we have
some success with something, whatever it is, or there's awareness
messages that need to go through the media, the local media,
whoever it is, getting out through social media, as well as through
the press, awareness is the main thing. .... We have no doubt that we
are preventing a lot of crime within the [name] area.” (Anne, NGO).

Another NGO worker, Dave, uses the specificity of a road safety
metaphor to convey a safety message whilst neutralising fears that may
cause older people to withdraw from social interaction.

“I liken it to road safety. So, I often say this in awareness sessions,
because you can see the fear coming up. But actually, cars are a lethal
weapon ... we can still be severely hurt or killed by a car, and yet we
still go out and about because cars are part of our daily life. However,
we were taught from an early age something that would help prevent
those accidents by looking left, looking right, looking left again, kind
of thing. So, I think if we can get over to them that scams aren't going
away, just like cars aren't. But therefore, we can just learn simple
steps to protect ourselves and still be able to go about our daily lives
and include technology and socialisation and stuff as well.” (Dave,
NGO)

The operation of Dickie’s NGO illustrates the importance of linking
broader educational campaigns to the specificity of one-to-one support
via hotlines, similar to the Samaritans.

“We have over 20,000 of them [volunteers]. ... They go out and they
give speeches. We have a call centre in [name of city] .... now
everybody knows about it because we've promoted the hell out of it
and so they get 2000 calls a week from just people who are...you
know, it's another hotline basically.” (Dave, US NGO)
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Jack and Laura also noted the value of engaging with local com-
munities. This approach enables them to then reach individuals for one-
to-one engagement and advice. Importantly, it also stimulates peer-to-
peer support within the community.

“I found one of the most effective ways to protect vulnerable elderly
people from becoming a victim was to speak to them in person. In
2016/17 1 conducted dozens of presentations at community halls,
sheltered accommodation, church halls, parish halls, etc. This
allowed them to engage with a ‘real’ person and ask questions which
is vital. They shared their experiences, some of whom admitted
having been a victim but too embarrassed to say/report. I was able to
address each of their issues.” (Jack, Police Officer)

“ ... it gives almost that permission for people to start talking about
their own experiences. And peer-to-peer support in a fraud and scams
perspective is one of the most valuable things that we can do.”
(Laura, Trading Standards)

4.4. Personal prevention

The personal prevention methods were not generally well-regarded
in the survey (Table 4). Websites like https://www.scamadviser.com/
enable a person to assess how risky a website is for potential fraud were
rated as effective by just 61%. Services for checking one’s own personal
information, for example https://haveibeenpwned.com/, were rated
even lower at 52%. Helplines, scam registers, where known scam com-
panies are listed on websites, and trusted trader schemes were viewed by
around half as effective Tables 4-8.

4.5. Third-party controls

The most highly rated methods are highly specific and interven-
tionist third-party controls (Table 5). At the top of the list, and the
highest rated (91%) of all the methods in the study, is intervention by
trained bank staff when they spot the signs of an active fraud against a
customer (see AARP, 2019). Similarly, the respondents regarded
community-based interventions by trained care professionals as effec-
tive (87%): for example, doctors, social workers and care workers (see
Mills et al., 2012).

Data analytics (86%) and protective flags on bank accounts (84%)
continue the specific interventionism and community care themes. Data
analytics use algorithms to detect suspect transactions and prompt
automatic or human interventions that require customers to confirm
transactions. Protective flags modify the detection algorithms by
reducing the intervention threshold on the bank accounts of vulnerable
customers. They also signal to bank staff the need for enhanced vigilance
of these accounts. Protective flags are a consequence of some kind of risk
assessment by the police, banks or other agencies, and may be triggered
by actual victimisation.

The advanced identification tools, facial recognition and voice
pattern recognition, are viewed less favourably. This may be because
their utility is limited to schemes where the fraudsters try to impersonate
older adults. Supervision of bank card activity, either by monitoring or
sharing cards, is not viewed as effective and, paradoxically, increase the
risk of fraud by a trusted family member or friend as found in the AARP
(2019) study. Although social prescribing is a recognised approach

Table 4
Effectiveness of personal prevention methods.

Method % effective
Website checker, e.g. https://www.scamadviser.com/ 61%
Helplines 56%
Personal information checker, e.g. https://haveibeenpwned.com/ 52%
Scam register (warning lists) 51%
Trusted trader schemes 49%
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Table 5
Effectiveness of third-party controls.

Third-party controls % effective

Trained bank staff intervention 91%
Trained care professional intervention 87%
Data analytics detection (e.g. by banks) 86%
Protective flags on bank accounts 84%
Facial recognition (e.g. by banks) 69%
Risk assessments 65%
Voice pattern recognition (e.g. by banks) 62%
Third-party bank card monitoring (e.g. by family member) 61%
Social prescribing activities 46%
Shared bank cards (e.g. with family member) 26%
Table 6
Effectiveness of policing and criminal justice system.
Method Overall UK Overseas
Disrupt local organised crime groups 62% 59% 71%
Disrupt overseas organised crime groups 57% 53% 67%
Police prevention activities 47% 40% 69%
Prosecution of fraudsters/cybercriminals 45% 40% 60%
Police investigation 43% 35% 65%
Sentencing of fraudsters/cybercriminals 37% 31% 53%
Table 7
The importance of fraud prevention partnerships.
Type Important Not important Don’t know
National partnerships 89% 1% 10%
Local 92% 1% 7%
Table 8
Respondents’ awareness of fraud prevention partnerships.
Type Yes No No answer
National 35% 63% 1%
Local 32% 67% 1%

(Cooper et al., 2022; Office for Health Improvement and Disparities,
2022), the professional respondents in our survey require further
convincing, which suggests the need for further research and/or stron-
ger advocacy.

4.6. The police and criminal justice system

The response of the police and criminal justice system to fraud in the
UK is inadequate (Button, 2021; Cross and Blackshaw, 2015; Her Maj-
esty’s Inspectorate of Constabulary, Fire and Rescue Services
[HMICFRS], 2019; Police Foundation, 2018). Therefore, it is not sur-
prising that the survey yielded a low set of scores (Table 6). However, a
major influence on these results is jurisdictional: law enforcement is the
only category of prevention methods where the results of the UK and
overseas respondents diverge. Compared to the UK, Table 6 shows that
the overseas respondents have a substantially higher regard for the
effectiveness of law enforcement in their jurisdictions across all the
factors. This finding calls for further comparative research.

Nevertheless, because organised crime groups cause high volume,
widespread harm, disrupting both local (overall 62%) and overseas
groups (overall 57%) is viewed by both UK (59%/53%) and overseas
(71%/67%) respondents as the most effective law enforcement strate-
gies. The other traditional crime prevention and deterrence activities of
the law enforcement are widely regarded as ineffective, especially
sentencing policies (37%). These results are an inevitable consequence
of public policy which heavily prioritises physical crime over fraud, a
policy that is well-recognised in the literature and by the participants.
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“So, if I got burgled in my own home or somebody mugged me, I
would get victim support, I would get, potentially a visit from a
police officer, I would get a phone call to check that I was okay, do [
need extra support, et cetera. We don’t do that for fraud and scam
victims, we don’t provide that aftercare, there’s no enhanced victim
support services.” (Laura, Trading Standards)

4.7. Partnerships

Partnerships are not common in fraud policing and prevention,
although there are some notable examples in the UK, such as Operation
Signature in Sussex, National Hunter (data sharing), and Scamwise
Northern Ireland (Goldstraw-Wright et al., 2024). The respondents were
asked to rank the importance of such partnerships on a scale of 1-5
where (1) is not very important, (2) is not at all important, (3) is neutral,
(4) is important and (5) is very important. The results are collapsed into
‘important’, ‘not important’ and ‘don’t know’ in Table 7.

The overwhelming majority (about 90%) of respondents view both
local and national partnerships as important. Paradoxically, however,
about two-thirds of the respondents are unaware of any partnerships
(Table 8). It seems that the majority of the professional community
intuitively like the idea of partnerships, but collaborative arrangements
are not prominent in the collective battle against fraud. The in-
terviewees, who also favour partnerships, provided some insight into
this problem. They felt that partnerships are ad hoc, uncoordinated and
invisible. In this sense, the landscape of partnerships mirrors the frac-
tured landscape of law enforcement agencies that deal with fraud
(Button et al., 2022). Some participants called for leadership from the
government to develop a coherent strategy with clarity on the purposes
of partnerships, visibility and funding.

“But I think it's more having a plan set out by the Home Office. I
know they've made it kind of a priority in the new police re-
quirements yet there's not much talk in terms of like what the actual
plan is ... like they're tackling the issue when they're really not.”
(James, NGO)

“It's a more like structural issues that seem like they need to be
resolved. And like the actual kind of way that things are funded, you
know, the strategies that sit behind them, like where people should
go for what, that kind of stuff, it just doesn't feel very clear.” (Kirstie,
NGO).

4.8. Methods suggested by participants

Reflecting on their frustrations, some of the interview and survey
participants were keen to promote additional strategies and tactics.
Similar to Button et al. (2023a), several pointed to the culpability of
technology companies in facilitating scams.

“The internet is the main vector of fraud, so the internet has to be the
answer... I am working with tech companies, but ... they’re not
doing the bare minimum at the minute. I think we have to incentivise
companies to do more. (Louise, civil servant)

“A greater level of proactivity from telecommunication and social
media companies to stop phoney websites/emails and to scammers
purchasing phone numbers which they can then use to phone older
people on.” (Respondent 26)

Social media platforms taking more responsibility (Respondent 83).

Facebook and other social media to improve their response to reports
of scams and cloned accounts. It’s far too easy for a scammer to clone
a Facebook account and scam vulnerable people out of money
believing they are responding to a request from a "friend" (Respon-
dent 106).
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Some respondents suggested reversing the race to high-speed bank
transactions, creating greater friction in payments with a cooling-off
period before funds are actually released or a staggered release.

“With on-line banking, when a payment is made it is marked
'pending' for 24 h to allow a recall of the funds.” (Respondent 67)

“Recipient verification, staggered release of funds to new recipients.”
(Respondent 106)

Survey respondent 150 suggested a service older people could go to
for advice (see Karagiannopoulos et al., 2021).

“It would be good if older adults had someone they could go to for
advice - maybe scam experts in banks/befriending services (in case
the older adult is unable to get out of the house much) who are
available for them to bring their mail/talk about emails/calls they've
received to ask advice - it might help to break the stigma a bit
because it's not as formal as having to phone to report, it's an open
door for anyone to ask.” (Respondent 150)

5. Discussion

This discussion focuses on the strategic themes and methods the
research participants believe are the most promising in protecting
elderly persons: education, partnerships, disrupting communication,
and third-party controls.

5.1. Education

The educational awareness campaign is the most obvious public-
facing strategy. It is also the most obvious response when a de-
mographic group is perceived to be particularly vulnerable and lacking
self-protection skills. However, the collective view of the practitioners in
our study concurs with previous research that it is important to design
specificity into the design of educational programmes. Widely broadcast
campaigns that target the general population are low specificity and, as
Smith and Akman (2008) showed, they are unlikely to bear down on
victimisation rates. The practitioners believe, like Karagiannopoulos
et al. (2021) and Button et al. (2024a), that high specificity education is
more effective, that is, by targeting specific groups or even specific in-
dividuals in a one-to-one setting. Such education is most effective when
delivered by trusted others, e.g. family, friends, the police or NGOs, in
local community settings or in the home (Button et al., 2024a).

Nudging people with shared public alerts or forewarnings about
specific scams is a form of education. Our results indicate that experts
are in favour of this approach, and experimental research has found that
warnings by way of alerts or snappy educational videos are effective
(Burke et al., 2022; Scheibe et al., 2014). However, real-world research
by Jensen et al. (2024) found that this method does not reduce victim-
isation rates. The explanation for these divergent results may be
contextual. The experiments cognitively stimulated participants into a
defensive security attitude before the specific test was executed. On the
other hand, the bank clients in the Jensen study may have been focused
on executing their real-world transactions and, therefore, their defensive
security attitudes were not sufficiently stimulated to absorb the attack
alerts. Indeed, even within the longitudinal experiments, participants’
defensive awareness was found to be perishable (DeLiema et al., 2025).
By this reasoning, the challenge for the nudging approach is to first
stimulate a security attitude when announcing a scam warning. These
considerations call for further research.

5.2. Partnerships

Partnership arrangements, such as police engagement with local
community groups, provide routes for both stimulating defensive atti-
tudes and follow on alerts. However, a significant problem is that most
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practitioners are unaware of partnerships, the kind of services or ac-
tivities they provide and whether they are appropriate for elderly per-
sons. The partnership centred on The Cyber Helpline,” for example, is
active in supporting victims of any type of cybercrime and directing
them to collaborating expert volunteers for advice; it is an after-the-
event service in response to attacks and access is via a chatbot, which
may not be appropriate for everyone. In contrast, LoveSaid® is an
advocacy organisation that focuses on romance fraud. It publishes
advice and collaborates with law enforcement, academia, and other
NGOs in developing awareness, guides and so on, but it does not directly
engage with victims; its purpose is more concerned with developing
awareness and practices for tackling the problem.

These kinds of collaborative arrangements are valuable. However,
because they have emerged organically to focus on specific problems or
services, the practitioners sense the absence of a coherent strategic di-
rection. They called for government leadership in supporting partner-
ships and, importantly, making them far more visible. Invisibility is
bound to compromise their impacts, and, if experts are unaware of them,
it is reasonable to assume that the bulk of the public are unaware too.

5.3. Disrupting communication with technology

Breaking the link in communication between the scammers and older
adults is important: real-time transaction alerts, spam and scam warn-
ings, call blockers and anti-virus tools are regarded as effective defences.
Despite some reservations amongst the interview participants, research
has demonstrated the efficacy of call blockers on landlines
(Rosenorn-Lanng and Corbin-Clarke, 2020). The obvious advantages of
automated blocking technology is that it is direct, immediate and,
crucially, the user is not required to deliberate on the legitimacy of the
communication.

However, two problems are emerging. Firstly, the rapid development
of applications with an integrated range of defensive functions,
including transaction blockers, appears to be leaving some experts
behind, so it is reasonable to assume that many citizens are even less
aware. Moreover, this awareness gap may be exacerbated by the
accelerated development of automated and artificial intelligence tools
(Bajaj and Edwards, 2023; Chouhan et al., 2024; Edwards et al., 2017).
These problems could be addressed with a coordinated network of
partnerships to disseminate and advertise new technology tools. Sec-
ondly, the effectiveness of the latest applications is unknown. This is
where a partnership involving consumer organisations such as Which?’
and the City of London Police could be incentivised to set up a rolling
programme of evaluations similar to the Rosenorn-Lanng and
Corbin-Clarke (2020) study.

5.4. Third-party controls

The most highly rated prevention methods are third-party controls
that detect the signals of fraud victimisation and prompt intervention.
All the methods in this group are high specificity and interventionist in
directly preventing fraud threats to specific individuals. The highest
rated method is the immediate intervention in transactions by bank staff
who have been trained to spot the signs of victimisation (see also AARP,
2019). This ‘in-the-moment’ institutional approach is supported by the
use of data analytics to identify risky transactions and behaviours, and
protective flags on customer accounts. These analytical outputs furnish
bank staff with intelligence to assist in appraising the vulnerability of
customers when transactions are attempted. As well as the
in-the-moment interventions, data analytics has the capacity to trigger
interventions by identifying vulnerability to ongoing scam schemes

5 The Cyber Helpline https://www.thecyberhelpline.com/
6 LoveSaid https://lovesaid.org/
7 Which? https://www.which.co.uk/
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(Cross, 2016).

The second highest rated is intervention by trained care pro-
fessionals, who are more likely to have personal knowledge of elderly
persons. The professionals may be present to provide in-the-moment
interventions, but their defensive contribution is more likely to be in
identifying vulnerability or signs of ongoing scams, raising concerns
with the individual, and calling on appropriate support. A notable
feature of these highly rated controls is that they are exercised by in-
dependent actors outside the family circle. In contrast, intervention
controls that would typically be exercised by family members, third-
party monitoring of bank card use and shared bank cards, are viewed
much less favourably. A significant problem with these family-based
controls is the displacement of fraud risk from a remote scammer to a
close but dishonest relative. The AARP (2019) field trial found that in
70% of detected cases of elder financial abuse, the fraudsters were
family members.

5.5. Digital defences and social control

Our research focused the fraud prevention question on older adults,
but the results are also relevant to younger people, who are more likely
to be fraud victims (ONS, 2023). The challenge is succinctly summed up
by one of the participants:

“So, I think it's some version of... forewarned is forearmed but more
importantly, hardening the target, building a sort of informational
moat around the person.... It's hardening the target idea. You know,
it's becoming so difficult even for fully cognitively sound human
beings like you and I to figure out what's real and what isn't real.”
(Dave, US NGO)

Similarly, drawing on an engineering metaphor, Button et al.
(2023a) illustrated the huge scale of the threat forces in favour of fraud
to argue that it is not feasible to expect an individual of any age to have
the capacity to continuously and reliably resist these forces. They also
argued that, in the context of the global reach of high volume scam
schemes, it is impossible for the police to arrest the problem away. They
called for a rearrangement of the forces so as to better protect the in-
dividual, for example by shifting internet service providers, social
media, telecoms firms and banks from efficient facilitators of fraud to
defenders against fraud. The study’s practitioners are clearly of a similar
mind: law enforcement is ineffective so that protection rests on digital
and social controls.

Four strategic themes emerge from the analysis, all of which
contribute to building layers of safeguarding forces around older adults
with digital defences and effective social controls. Firstly, the collective
view of the practitioners is that digital technical solutions which block
the receipt of scam communications are effective, though social media
companies, especially Facebook, need to move beyond the pretence of
corporate window dressing to a values orientated (Weaver et al., 1999)
and socially responsible security mentality. Secondly, the high speci-
ficity educational approach in small groups or with individuals is the
most obvious form of socially orientated control. Thirdly, the
in-the-moment controls exercised by banks shift the relationship be-
tween the institution and the customer from a purely transactional
interaction towards a more socially orientated relationship, somewhat
reminiscent of client relationships before the advent of internet banking.
Similarly, the practitioners support the expansion of care professionals’
roles beyond the immediate care provision, again reminiscent of earlier
times. But their views are not based on nostalgia, they are objectively
practical social solutions.

Fourthly, delivering the prevention themes requires the collective
action of capable stakeholders. Partnerships programmes should be the
ideal delivery vehicles provided they are constituted with the appro-
priate combination of relevant stakeholders. For example, technology
firms, civil society organisations and the City of London Police could
collaborate in developing more effective scam blocking solutions, and
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then deliver public education, awareness and access to the products.
Banks could collaborate with NGOs to develop and deliver schemes for
identifying and intervening in ongoing scams (see Cross, 2016). The
problem in the UK is that the landscape of partnerships is currently
fractured, lacks central coordination and is largely invisible. A govern-
ment agency, such as the Home Office or the City of London Police, is
best placed to provide leadership and coordination.

5.6. Further research

The main limitation of this research is that it is based on perceptions
rather than evidence of real-world interventions. Nevertheless, it pro-
vides a valuable insight into the collective views of practitioners and an
agenda for further research. Considering the explicated limitations of
experimental research using artificial conditions, future research should
be ambitious in using natural intervention experiments to the standard
of the Maryland scale (Sherman et al., 1998). The paradoxical views of
partnerships invite investigation into their utility, organisation and co-
ordination. An intriguing but unexplored result, the low regard for the
UK’s police and justice law enforcement compared to overseas juris-
dictions, calls for further research.

5.7. Towards an evidence-base

Traditional crime prevention has spawned a deep literature base of
what works. There are hundreds of papers rooted in the highest meth-
odologies of evaluation, dozens of systematic literature reviews ana-
lysing these works and multiple websites and databases where such
evidence can be easily found. A practitioner seeking solutions to bur-
glary is blessed with much research to make decisions on what to do to
tackle it. Frauds and scams have rapidly become one of the most
prominent crime problems in many countries, but as this article has
illustrated there is little research based on robust scientific methods to
guide policy-makers and practitioners on what to do. This article high-
lights some insights on what might work using a lower quality of evi-
dence. But what this article also builds towards and illustrates is the
need for a much deeper evidence-base of what works in tackling frauds
and scams and sources of this evidence which can be easily found. There
is a huge gap and it is hoped this article not just provides insights on
what to do in the absence of this evidence-base, but also stimulates more
research and initiatives to showcase that knowledge.

6. Conclusion

There is a profound lack of rigorous, quantitative research into what
works in preventing fraud against older adults. In the absence of such
high-quality evidence, this paper provides important insights into the
methods that fraud prevention practitioners and policymakers should
consider in developing strategies that strengthen protection for older
adults. Using both interviews and a survey to collect the perceptions of

Appendix A. - Interviewees
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experts, the research provides a taxonomy of prevention methods rated
for effectiveness. The most highly rated methods are third-party in-
terventions by bank staff and care professionals. Technology methods,
such as call blockers, that break the communications between scammers
and potential victims are also highly rated. Education is considered
effective when it is high specificity, that is, specifically designed for
elderly persons and delivered to small groups or individuals. The find-
ings provide a taxonomical agenda for further research, especially real-
world intervention trials in the field. The cost of conducting such
research is high, but the cost of not finding out what works in preventing
fraud against the elderly is far higher. It is important to reiterate again
the nature of this study does not provide the highest quality evidence.
Just because a practitioner considers one strategy works more than
another does not mean it does. Only high-quality evaluations using
randomised control trials can answer that question. However, in the
absence of such research the authors consider this study offers some
insights which are better than none. The growing problem of frauds and
scams requires action and its vital that is shaped by at least some evi-
dence, rather than just guessing what might work.
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Overseas

Senior police officer (Ted)

Trading standards officer 1 (Laura)
Senior civil servant (Louise)
Trading standards officer 2 (Andy)
Trading standards officer 3 (Bill)
NGO (Anne)

Trading standards officer 4 (John)
Trading standards officer 5 (Blair)
NGO (Dave)

NGO (Kirstie)

USA NGO (Dickie)
South Korean police officer (Kim)
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UK Based Overseas

NGO (James)

Telecom company (Hannah)

FinTech company (Don)

Police officer 1 (Peter)

Police officer 2 (Jack)

Appendix B. - Role of survey respondents

Role No %
Employee of bank/financial institution 28 8%
Employee of charity/NGO 23 7%
Employee of local government 29 9%
Employee of national government 42 13%
Employee of company developing/selling fraud prevention products 23 7%
Employee of the police service (staff or officer) 39 12%
Local government Trading Standards Officer 60 18%
Voluntary worker for charity/police etc 16 5%
Other 70 22%
Total 334 100%
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