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ABSTRACT

In the realm of artificial intelligence, Federated Learning(FL) has emerged as a promising technique. FL enables Al models to
be trained collaboratively without compromising privacy by directly sharing sensitive data. Specifically, FL based on the Gossip
protocol in peer-to-peer networks can enhance efficiency by leveraging the local data of each client and optimizing traffic
distribution. However, the reliability of FL is not always guaranteed, leading to potential security risks such as data leakage. To
address these challenges, this paper proposes a secure push-pull hybrid Gossip protocol based on two-pass mutual authentication.
The protocol ensures mutual authentication, integrity, and confidentiality by generating and sharing NONCE values with the
receiver in a single push and pull process. This fosters trust among clients in the peer-to-peer network environment, enabling them
to generate accurate aggregated models Wagg based on decrypted model updates Ws. This research contributes to the development
of advanced FL strategies that prioritize efficient communication, security, and accuracy in peer-to-peer network environments.
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Algorithm 1 TMAG-FEDAIgorithm

Function: ClientUpdate(W?')
I+ initialize WO
2 3+ (split Dy into batches of size B)
2.
4: for each client epoch i=1.2.....E do
B for each batch b€ 3 do
6 WHL e W=7 I(Whih)
7 end for
8: end for
9 WL SeeureCommunication( W)

Fig. 4 Proposed Algorithm(TMAG-FED) process
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Algorithm 2 Masked linear operation

Input: o,y such that o' =& m,, ' = y&my, m, and my, are masked value
for 2 and y, respectively.

Output: 2'(= (x#y) & m.), m. such that +
masking value for z =z %y

is linear operation and m, i the

! !
L=y
2 & (mg fmy
4 return 2, m-

b=z 1) 6 my Sy

Fig. 5 Masked operation process
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Assumption that a commutative LEA symmetric cipher exists.
Bx: €= Me mod p, M = ¢ mod p
One-time pads(=N) will work commutative

Clts | Gl |

Push : C1 = £, ) RSATRSAH(NG! [ o)

Pull: Compute K=H(Ns), C2 = E{W,)

SECURE CHANNEL

+ Compute K = H(N;)
* get W,, Aggregation: W,,,

+ Compute : §'= RSA(H(N)) £
¢t Client s publickey, d: Clients private key
e : Client r publickey

+Verify S 2 = H(Ns)
" get W,, Aggregation: W,

Fig. 6 Two-Pass Mutual Authentication Process
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1570



(o]
o

2 =golAe S AVl F4HL
ASATH d2rls 22 7Hy 2=
A= TMAGHDEZ A A8kl ch. Aokt
7120 TLS13 LR ESo| A AFSH= AR
Hio] ©23) LEA Ak I35 2 283519
R RN
ofet 710, HAA BAA, 1% W i
FEERN MU Algof o3t 24 Bl B
Aslsl st4EEE S A B Qi AL |
I ol & %94 AT Aupe
A& 2ofellA 71l ¢ o= Alsse A
AfOH EQE FoF OC‘FL 71 ol & Y
o|7|F HEHA ﬂﬁOHAH ddsrs A
7l o= ik oA
o]: 0:]:[7_7H =13 ul ICT A]—O—]

5 ki
o fm

H:' oy 1 e

o 41 X
=R p
E 3
% 2 orfo o

off =
& ol %

ol

(o,
U ofr

< -

ot
Job ey
is)

o

L

g
okl
B

2 o & 10 of

—ﬂlo
=
N
- H
=
o
>
I

ACKNOWLEDGEMENTS

This research was supported by the MSIT
(Ministry of Science and ICT), Korea,
under the Convergence security core
talent training business support program
(No. IITP-2024-RS-2023-00266605)
supervised by the IITP
(Institute for Information & Communications

Technology Planning & Evaluation).

REFERENCES

[1] B. M. Mahan, E. Moore, D. Ramage, S. Hampson, and B. A. Y.
Arcas, “‘Communication-efficient leaming of deep networks from
decentralized data,” in Proceedings of the 20th International
Conference on Artificial Intelligence and Statistics, Artificial
intelligence and statistics, Lauderdale: USA, pp. 1-10, 2017.

[2] P. Kairouz, H. B. M. Mahan, B. Avent, A. Bellet, M. Bennis,
A. N. Bhagoji, K. Bonawitz, Z. Charles, G. Cormode, and R.
Cummings et al., “Advances and open problems in federated
learning,” Foundations and Trends® in Machine Learning, vol.
14, no.1-2, pp.1-210, Jun. 2021.

TMAG-FED: oFEi3t QiBtstag 9isto-ThA AlBOIS J| Z2E=

[3] T. Li, A. K. Sahu, A. Talwalkar, and V. Smith, “Federated
learning: Challenges, methods, and future directions,” /EEE
signal processing magazine, vol. 37, no. 3, pp. 50-60, May
2020. DOI: 10.1109/MSP.2020.2975749.

[4] K. Bonawitz, H. Eichner, W. Grieskamp, D. Huba, A.
Ingerman, V. Ivanov, C. Kiddon, J. Konecny, S. Mazzocchi,
H. B. M. Mahan, T. V. Overveldt, D. Petrou, D. Ramage,
and J. Roselander, “Towards federated learning at scale:

System design,” in Proceedings of Machine Learning and
Systems 1 (MLSys 2019), Palo Alto: USA, ppl-15, 2019.

[5] L. Zhu, Z. Liu, and S. Han, “Deep leakage from gradients,”
in Proceedings of the 33rd Conference on Neural
Information ~ Processing ~ Systems  (NeurlPS  2019),
Vancouver: CA, pp. 1-11, 2019.

[6] I. Hegedus, G. Danner, and M. Jelasity, “Gossip learning as
a decentralized alternative to federated learning,” in
Proceedings of the 19th IFIP WG 6.1 International
Conference, Kongens Lyngby: DK, pp. 17-21, 2019. DOI:
10.1007/978-3-030-22496-7 5.

[7] R. Ormandi, I. Hegedus, and M. Jelasity, “Gossip learning
with linear models on fully distributed data,” Concurrency
and Computation: Practice and Experience, vol. 25, no. 4,
pp. 556-571, May 2012. DOI: 10.1002/cpe.2858.

[8] B. Szorenyi, R. B. Fekete, I. Hegedus, R. Ormandi, M
Jelasity, and B. Kegl, “Gossip-based distributed stochastic
bandit algorithms,” in Proceedings of the 30th International
Conference on Machine Learning, Atlanta: USA, pp. 19-27.
2013.

[9] H. Huang, X. Ma, S. M. Erfani, J. Bailey, and Y. Wang.

Making  personal  data
unexploitable,” arXiv preprint arXiv: 2101.04898, Jan. 2021.
DOLI: 10.48550/arXiv.2101.04898.

[10] C. Hu, J. Jiang, and Z. Wang, “Decentralized federated
learning: A segmented gossip approach,” arXiv preprint arXiv:

1908.07782, Aug. 2019. DOL: 10.48550/arXiv.1908.07782.

[11]J. Konecny, H. B. M. Mahan, F. X. Yu, A. T. Suresh, and D.

“Federated

communication

“Unlearnable  examples:

Bacon, learning:  Strategies for improving

efficiency,” arXiv  preprint  arXiv:
1610.05495, Oct. 2016. DOIL: 10.48550/arXiv.1610.05492.

[12] H. B. M. Mahan, E. Moore, D. Ramage, S. Hampson, and
B. A. Y. Arcas, “Communication-efficient learning of deep
networks from decentralized data,” arXiv preprint arXiv:
1602.05629, Feb. 2016. DOI: 10.48550/arXiv.1602.05629.

[13] S. Park, Y. Chang, and J. Lee, “FedWPSO: Federated
Learning using PSO with added Weighted Aggregation,” in
Proceedings of KIISE Computer System Society, Gangwon:

KR, pp. 1,2024.

1571



sHEH B ELISH=&X] Vol 28, No, 12: 1563-1572 Dec. 2024

[14] J. Zhang, X. Ma, Q. Yi, J. Sang, Y. G. Jiang, Y. Wang, and [17]
C. Xu, “Unlearnable clusters: Towards label-agnostic
unlearnable examples,” arXiv preprint arXiv: 2301.01217,

Dec. 2022. DOI: 10.48550/arXiv.2301.01217.

[15] C. Park, Cryptographic Theory and Security, 1st ed, Paju,

KR: Dae Young Sa, 2001. [18]

[16] H. S. An and K. W. Shin, “Correlation Power Analysis
Attack on Lightweight Block Cipher LEA and
Countermeasures by Masking,” Journal of the Korea
Institute of Information and Communication Engineering,
vol. 21, no. 7, pp. 1276-1284, Jul. 2017. DOI:
10.6109/JKIICE.2017.21.7.1276.

HFAIE (Sangdeok Park)

1l =3t} 0[SfAL(2001)

510 ML Srlstel ML EEm ZEMA| (2004)
]

5
TR0} 25, MeliBol OBALS EOk fBlely

2{TEZ3t0 ZEHA} (1997)

atel ZFEZ S} ZEAAL(1999)
Hetel S A 2Bl ma St} BEEA} (2006)
plofizolstl M (2014-)
HelREES, Aejiol Bottofs H4Y

0|} <*(Jaewoo Lee)

METHE ZREIZo1m 3181 2006)

==

MSCHE! CHeHR ZFEIS S S3M4A}H(2008)

Solhshn AeliEorstat 214 (2018-)
HEHJIOF: AAIZFAIAE], Alo]e] S| ALE ot

1572

S. Park and J. Lee, “FedSnM: Score-and-Model based
Communication-Efficient =~ Federated = Learning  in
Peer-to-Peer Network Environment,” Journal of the Korea
Institute Of Information and Communication Engineering,
vol. 27, no. 2, pp. 192-198, Feb. 2023. DOL 10.6109/jkiice.2023.27.2.192.
H. S. Kim and J. Y. Choi, “Security Analysis of RFID
System using Nonce based Mutual Authentication
Protocol,” Korean Institute of Information Scientists and
Engineers, vol. 36, no. 2D, pp. 7-12, Nov. 2009.

University of Pennsylvania Computer and Information Science, Ph.D (2017)



	TMAG-FED: 안전한 연합학습을 위한 2-패스 상호인증 가십 프로토콜
	요약
	ABSTRACT
	Ⅰ. 서론: 연구 배경 및 목표
	Ⅱ. 관련 연구
	Ⅲ. 예비 연구(Preliminary Research)
	Ⅳ. 제안 알고리즘: TMAG-FED
	Ⅴ. 안전성 분석
	Ⅵ. 결론
	REFERENCES


